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Executive Summary

The transition to 6G networks promises a leap forward in communication technologies, driven
by the integration of Al-native architectures and Network Digital Twins (NDTs). The 6G-TWIN
project focuses on designing an Al-native reference architecture that incorporates NDTs to
optimize, manage, and control future networks in real-time. This architecture aims to address
the complex demands of next-generation networks, leveraging the synergies between Al and
NDTSs to enhance network performance, reliability, and security. To meet this, it is essential to
develop a revolutionary 6G architecture providing Al-native management of dense, highly
distributed, and potentially cell-free multi-domain networks based on heterogeneous Radio
Access Network (RAN) technologies, infrastructures, services, and use cases that focus on
sustainability and energy efficiency. The 6G-TWIN project addresses these challenges by
envisioning future 6G architectures that enable a cyber-physical continuum between the
physical world and its digital representation.

This document, D1.1 — “Architecture and Technical Foundations (Initial)”, aims to provide a
comprehensive overview and proposal for the 6G-TWIN system architecture, covering state-
of-the-art 6G technology, simulation tools, functional requirements, and future challenges. This
first version, provided at Month 6, will be completed by one update (i.e., D1.4), to be completed
in M36. It is organized in a bottom-up manner. It begins in Chapter 2 with a comprehensive
state-of-the-art review of 6G architecture, Network Digital Twins, and Al-native architectures.
Following this, an in-depth investigation into the simulation and emulation tools necessary to
support NDTs is presented in Chapter 3. The next Chapter (Chapter 4) delves into the
functional and non-functional requirements, establishing the baseline for Key Value Indicators
(KVIs) and Key Performance Indicators (KPIs) that define the project's use cases described in
Chapter 5. The document presents in Chapter 6 a detailed proposal for the 6G-TWIN system
architecture, and concludes it with the open challenges, key findings and future work in
Chapter 7.

Technical Foundations of 6G and Network Digital Twins

The foundation of 6G networks rests on the evolution of existing 5G technologies, enhanced
by Al and NDT capabilities. The architecture proposed by 6G-TWIN aims to integrate these
advancements to create a robust framework for future networks. An NDT is essential for this
vision, composed of two main layers: the physical layer and the digital layer.

The physical layer relies on the RAN and sensing capabilities to capture real-time data from
the physical environment. This layer forms the basis for accurate and dynamic modelling by
using data collection, data harmonization and model orchestration as an interface with the
follow layer. The digital layer comprises applications that model the physical world, enabling
real-time analysis and optimization. By creating a digital replica of the physical network, the
NDT facilitates proactive management and troubleshooting, enhancing operational efficiency
and network resilience.

To effectively model the real world, basic and functional models need to be defined and
explored. Basic models represent the fundamental components and interactions within the
network, such as radio equipment, while functional models provide detailed simulations of
network operations and behaviours, like traffic balancing or network planning. These models
are supported by simulation and emulation tools, which are critical for testing and validating
the performance and reliability of the NDT and its underlying network infrastructure.

Simulation frameworks are crucial for developing and testing NDTs. This document explores
various simulation tools, categorizing them into real-time simulators, high-level architecture
simulators, and specific simulators for aerial vehicles, robotics, and vehicular applications.
These tools enable detailed and dynamic simulations of network environments, providing a
platform for rigorous testing and optimization of NDT functionalities.
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Functional and Non-Functional Requirements

The proposed architecture for 6G-TWIN encompasses both functional and non-functional
requirements, laying the groundwork for defining the KPIs and KVIs that are essential for
evaluating the project's use cases. The requirements chapter delves into the specific needs of
the 6G-TWIN project, identifying both functional and non-functional aspects. Functional
requirements focus on the capabilities needed to support zero-touch management, federated
management and orchestration (MANO), and real-time data collection and analysis. Non-
functional requirements address broader concerns such as security, privacy, scalability, and
interoperability.

Zero-touch management is a critical component, enabling automated network operations
without human intervention. This requires advanced Al-driven automation technologies to
achieve self-optimizing and self-healing network operations. Federated MANO allows for
efficient coordination of network resources across different domains, ensuring seamless and
dynamic network management. To leverage these requirements, effective data collection
methods and technologies are discussed, emphasizing the importance of a robust telemetry
framework for real-time data acquisition. This includes the use of sensors and other data-
gathering devices to provide accurate and timely information necessary for NDT operations.

Reference Use Cases and KPlIs

This document explores various use cases to demonstrate the practical applications and
benefits of the 6G-TWIN solutions. It describes the general Key Values (KV) from the UN and
other SNS projects and outlines the KVIs and KPIs relevant to the 6G-TWIN project, explaining
their importance and measurement criteria. Use cases such as teleoperated driving and
energy savings in dense deployments are detailed, highlighting the expected functionalities
and performance metrics essential for these scenarios.

Teleoperated driving, for instance, requires low latency, high reliability, and robust data
transmission to ensure safety and efficiency. The energy savings use case discusses
strategies and technologies to reduce energy consumption in 6G networks, highlighting the
functionalities and KPIs related to optimizing network resources and leveraging Al for dynamic
energy management.

These use cases provide a practical context for evaluating the effectiveness of the 6G-TWIN
architecture, demonstrating its potential to address real-world challenges and deliver
significant improvements in network performance and efficiency.

System Architecture Proposal

The culmination of the document presents a detailed 6G-TWIN system architecture proposal.
This architecture integrates Al-native functionalities with NDTSs, creating a cohesive framework
for future 6G networks. Additionally, it emphasizes open and standardized interfaces to ensure
interoperability across diverse technologies, facilitating seamless integration of Al and NDT
components. Key components of the architecture include the radio access network, core
network, and edge computing capabilities, all interconnected through advanced Al-driven
orchestration and management systems.

The architecture is designed to be scalable and flexible, accommodating the dynamic and
evolving nature of future network environments. By leveraging Al and NDT technologies, the
6G-TWIN project aims to create networks that are not only more efficient and reliable but also
capable of autonomously adapting to changing conditions and demands.

The physical network layer incorporates Al-based designs to enhance performance and
efficiency, while the digital network layer focuses on data and model management essential
for creating and maintaining accurate NDTs. The chapter also discusses the basic and
functional models and the harmonized data repository that supports these models within the
proposed architecture.
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Conclusion and Future Directions

The 6G-TWIN project represents a significant step towards realizing the vision of Al-native 6G
networks. The integration of Network Digital Twins provides a powerful tool for real-time
optimization and management, addressing the complexities of next-generation communication
systems. The project's focus on open architectures and standardized interfaces ensures that
the solutions developed are versatile and widely applicable.

Moving forward, ongoing research and development will be essential to address the remaining
challenges and refine the proposed architecture. Future deliverables will explore the
implications of orchestrating Al-driven functionalities across multiple network domains, further
advancing the state of 6G technologies. Continued collaboration among project partners will
be crucial to achieving the long-term goals of the 6G-TWIN initiative and shaping the future of
network technologies.
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Abbreviations and acronyms
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Third Generation Partnership Project
5G Core

5G New Radio

5G Systems

Application Al/ML Assistance
Automated Driving Systems
Application function

Atrtificial Intelligent

Application AI/ML Assistance
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Al/ML Translator

Al Task Management
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Information and Communication
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Internet of Things
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International Standards Organization
International Telecommunication
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Management and Orchestration
Mobile Edge Computing
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Machine Learning Operation
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Network Control Center

Network Digital Twin

Network Exposure Function
Network Function

Network Function and Services
Non-Functional Requirement
Network Functions Virtualization
Network Intelligence

Network Intelligence Function
Network Intelligence Orchestration
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NTN
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NWDAF
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PT
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Network Intelligence Plane
Network Intelligent Service
Network Intelligence Stratum
Network Service

Network and Service Automation
Non-Terrestrial Network

Network Function Automated
Network Data Analytics Function
Network Management Function
Object Management Group

Open RAN

Optimized Resource Integration and
Open Systems Interconnection
Policy Control Function

Packet Error Rate

Proof of Concept

Proximal Policy Optimization
Physical Resource Block
Physical System

Physical Twin

Quality of Experience

Quality of Service

Radio Access Network

RAN Application

RAN Digital Twin

RAN Intelligent Controller
Reconfigurable Intelligent Surface
Region of Interest

Robot Operating System

Radio Resource Allocation
Reference Signal Received Power
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Radio Unit

SDG
SDN
SDO
SDR
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Sustainable Development Goals
Software-Defined Networking
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Session Management Function
Service Management and

Secure Multi-Party Computation
Simple Network Management
Smart Networks and Services Joint
Specific Objective

Simulated Reality of COmmunication
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Test, Measurement, and Validation
Tensor Processing Unit
Unmanned Aerial Base Station
Unmanned Aerial Vehicle

Use case Identification

User Equipment

User Equipment Data Analytics
United Nations

ultra-Reliable Low-Latency
Vehicle-to-Everything

Virtual Reality

Working Group

Wireless Fidelity

Working Package

Wireless Sensor Network
eXplainable Al

eXtensible Application
Zero-Touch Network and Services
Zero Trust Exposure Layer
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1 INTRODUCTION

The rapid digitization of industries necessitates advancements in network technologies,
particularly as we transition towards 6G systems. The 6G-TWIN project addresses this need
by proposing an Al-native reference architecture that incorporates Network Digital Twins
(NDTSs).

In this chapter, we will outline the aims and objectives of the 6G-TWIN project, emphasizing
its core mission to develop a sophisticated network framework. We detail the specific
objectives that guide the project mapped into the objectives of the Deliverable 1.1 (D1.1), which
presents the preliminary architectural components and requirements for the 6G-TWIN system,
highlighting the interrelation of this deliverable with other project activities, ensuring a cohesive
approach to developing the next generation of network technologies. The relation of the task
challenges with other parts of the project is explored in Section 1.3. Finally, the main
description of the deliverable is presented, and the contributions of all partners are offered.

1.1 Aims and objectives

In response to the accelerating digitization across industries, the 6G-TWIN project emerges
with a singular mission: to pioneer an Al-native reference architecture for the forthcoming 6G
systems. At its core lies an ambitious vision to seamlessly integrate NDTs into the fabric of
future networks, revolutionizing their optimization, management, and control in real-time.

To realize this vision, 6G-TWIN has been built around several specific objectives:

e Specific Objective 1 (SO1) is central to the project's ambition, promising to design an
open, federated and Al-native network architecture for the imminent 6G landscape. This
architectural blueprint is designed to leverage NDTs, empowering intelligent data
analytics and real-time decision-making, thereby laying the groundwork for
unprecedented network efficiency and performance.

e Moreover, Specific Objective 2 (SO2) underscores the project's commitment to
constructing a federated, graph-based NDT capable of accurately representing the
intricate dynamics of highly dynamic and complex network scenarios. By establishing
this digital sandbox for network planning, management, and control, 6G-TWIN paves the
way for enhanced operational agility and adaptability.

e Simultaneously, Specific Objective 3 (SO3) drives the project's efforts towards
implementing a robust modelling and simulation framework. This framework serves as a
cornerstone for accurately portraying networked environments and rigorously testing the
functionalities of the envisioned 6G architecture.

e Ultimately, as the culmination of its efforts, 6G-TWIN aims to materialize Specific
Objective 4 (SO4) by testing, validating, and demonstrating the transferability of its
solutions. Through the development of dynamic demonstrators catering to tele driving
and energy efficiency use cases, the project aims to showcase the practical impact of its
architectural foundation on real-world network scenarios, heralding a new era of
connectivity and innovation.

Embedded within the core of the 6G-TWIN project lies a foundational framework driven by
specific objectives aimed at revolutionizing the architecture of future 6G systems.
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The present document is D1.1, “6G-TWIN Architecture and technical foundations (initial)”,
presenting the preliminary architectural components, requirements and KVIs/KPIs mapped
into the project use cases to finally proposing a 6G-TWIN System Architecture. It will be
updated to a final version at Month 36.

In specific, the objectives of this document are to gather the requirements for the 6G-TWIN
solution and design its architecture. This involves performing an in-depth analysis of the
current 5G network architecture and exploring new technologies such as Al and NDT that are
likely to shape the 6G landscape. It also aims to identify specific requirements for the 6G-TWIN
by engaging with a wide range of stakeholders, including industry experts, academic
researchers, and application developers, and extending these discussions to various use
cases. Additionally, this deliverable includes a design of the architecture of 6G-TWIN as an
open end-to-end system that can integrate different NDT systems to train and validate Al-
based network functions and services for intelligent decision-making and optimization in real-
time. The architectural design will focus on identifying key components necessary for native Al
and NDT support, specifying open and standardized interfaces to ensure interoperability
across different technologies, and producing detailed requirements specifications and the
overall network architectural design.

1.2 Relation to other activities in the project

The D1.1 deliverable is the result of the Task 1.1 (T1.1), which aims to gather the needs for
the 6G-TWIN solution and design its architecture. Specifically, the task will perform an in-depth
analysis of the current 5G network architecture and assess emerging technologies such as
Artificial Intelligence (Al) and NDT that will shape the 6G landscape. It will identify the specific
requirements for the 6G-TWIN by merging a wide range of stakeholders, including industry
experts, academic researchers, and end-users/application developers, with extensions to
various use cases. Additionally, the task will design the architecture of the 6G-TWIN as an
open E2E system that can integrate different NDTs and use them to train and validate Al-
based Network Functions and Services (NF/NS) for intelligent decision-making in real-time.

During the architectural design phase, this task will focus on identifying the key components
of the system architecture required to enable native support for Al-based NF/NS and NDT, as
well as specifying open and standardized interfaces that allow different networking
components and NDT systems to interoperate, even if they are built on different underlying
technologies. This includes producing requirement specifications in terms of both expected
functionalities and objective technical indicators, to focus on the network architectural design.

This deliverable forms the foundation for the next tasks in this work package (WP1) and guides
the activities in WP2 and WP3. It ensures that the 6G-TWIN requirements and network
architecture design meet the needs of next-generation networking systems, focusing on native
Al support and the integration of NDTs. WP1 is key to enable the work on NDT and simulation,
as represented in Figure 1 below. By defining the architecture and requirements, this
deliverable directly influences WP2, which will specify the capabilities and technological needs
of 6G NDTs. WP2 will use this framework to integrate a data layer for real-time data
management and propose models for virtual network representation, essential for developing
predictive and reactive network management solutions. Additionally, this deliverable guides
WP3, which aims to create a reliable DT of the 6G system. The architecture and requirements
defined here will help WP3 develop a discrete-event simulation model for testing and
optimising the 6G system under various conditions. The outputs from WP2 and WP3, including
simulation models and user dashboards, will work together to accurately represent and
efficiently manage the 6G network, ensuring all work packages are aligned with the project's
objectives.
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Figure 1. 6G-TWIN PERT chart.
1.3 Document structure

The present report covers a series of aspects related with the network architecture for 6G
Digital Twin (DT) environments and how the 6G-TWIN project addresses them. In Section 1,
the introduction sets the stage for the report by outlining the overarching goals of the 6G-TWIN
project, which is dedicated to creating an Al-native reference architecture for 6G systems. The
project's core objective is to integrate NDTSs to optimize, manage, and control future networks
in real-time. The introduction details four specific objectives: crafting an open federated Al-
native network architecture, constructing a graph-based NDT, implementing a robust
modelling and simulation framework, and testing and validating solutions through practical use
cases such as tele-driving and energy efficiency. These objectives are designed to
revolutionize network efficiency and performance, paving the way for next-generation
connectivity and innovation. Additionally, the section discusses how the report is connected to
other activities within the 6G-TWIN project, emphasizing the collaborative nature of the project.
The contributions of various partners are acknowledged, highlighting how their expertise
enriches the report’s content, ensuring comprehensive coverage of the subject matter.

In Section 2, the architecture for 6G and NDT is presented. It comprises the roadmap from 5G
to 6G, detailing the evolution and expected advancements in wireless communication
technology. The first architecture definitions and enablers are presented and mapped into the
vision for 6G is to create a seamless reality where the digital and physical worlds merge,
providing new ways of interaction and work. The requirements for developing NDTs are
discussed, including accurate data collection, advanced modelling techniques, and integration
with AI/ML algorithms, to define the basic and functional models of the NDT. The section also
explores Al-native architectures and their role in enhancing network functionalities, presenting
perspectives from both industry and academia on embedding Al within network operations to
facilitate real-time analytics and decision-making.

Section 3 provides a comprehensive overview of the simulation frameworks and simulators
essential for evaluating and analysing network performance, protocols, and applications within
lab environments. This section begins by emphasizing the importance of software-based
discrete-event network simulators, widely used across academia, research institutions, and
industry, to facilitate network protocol development and performance evaluation. It addresses
the challenges these simulators face, such as ease of use, scalability, realism, and accuracy
in complex Radio Access Network (RAN) environments. The section delves into the
development of network emulators to support NDTSs, detailing the creation of digital replicas of
physical RAN environments and the generation of synthetic datasets for AI/ML model training.
It further explores various simulation frameworks, performing a literature review on existing
works, and examining the taxonomy of simulators, including real-time simulators, HLA-based
simulators, UAV simulators, robotic simulators, and vehicular simulators. The section
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concludes by discussing both industrial and research-focused simulation tools, highlighting
their roles in advancing network technologies, and introducing the specific tools planned for
use in the 6G-TWIN project.

Section 4 delves into the functional and non-functional requirements necessary for the 6G-
TWIN architecture. It focuses on the required features and capabilities, such as advanced data
collection mechanisms, zero-touch management, federated Management and Orchestration
(MANO), and a comprehensive simulation framework. Effective data collection methods and
technologies are discussed, emphasizing the importance of a robust telemetry framework for
real-time data acquisition. The principles and technologies behind zero-touch management
are outlined, highlighting how Al-driven automation allows for self-optimizing and self-healing
network operations. Federated MANO is described as essential for managing complex and
distributed network environments, detailing its architecture and processes for efficient
coordination of network resources. The section concludes with a detailed description of the
simulation framework, a cornerstone of the project, enabling comprehensive testing and
validation of the proposed architecture.

In Section 5, reference use cases and KPIs are discussed to assess the success and impact
of the 6G-TWIN project. KVIs and KPIs relevant to the project are outlined, explaining their
importance and how they will be measured. The section explores the primary use cases, such
as teleoperated driving and energy savings in dense deployments. For teleoperated driving,
expected functionalities and KPIs are detailed, emphasizing the requirements for low latency,
high reliability, and robust data transmission to improve safety and efficiency. The energy
efficiency use case discusses strategies and technologies to reduce energy consumption in
6G networks, highlighting the functionalities and KPIs related to optimizing network resources
and leveraging Al for dynamic energy management.

Section 6 presents the 6G-TWIN system architecture, detailing the components and
functionalities across different layers. The physical network layer incorporates Al-based
designs to enhance performance and efficiency. The digital network layer focuses on data and
model management, essential for creating and maintaining accurate NDTs. It explains the
basic and functional models and the harmonized data repository that supports these models.
The section also discusses open challenges, such as security, openness integration, Al
integration and orchestration, and distributed ML, emphasizing the need for ongoing research
and development to address these challenges.

Finally in Section 7, the report concludes with final remarks, summarizing the key findings and
contributions of the 6G-TWIN project. The section starts discussing open challenges, such as
security, openness integration, Al integration and orchestration, and distributed ML,
emphasizing the need for ongoing research and development to address these challenges. It
reflects on the progress made towards achieving the project’s objectives and outlines the next
steps for further research and development. The conclusions emphasize the transformative
potential of the 6G-TWIN architecture in shaping the future of network technologies. The
section also outlines future directions for the project, identifying areas requiring further
exploration and development, and stresses the importance of continued collaboration among
project partners to achieve the long-term goals of the initiative.
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1.4 Contribution of partners

The following table present the contributions from all of the partners into the deliverable.

Partner

Sections

Table 1. Partners contributions to the D1.1 deliverable.
Contributions

LIST

1,2.2,53,6,

7.

LIST has contributed to Section 2 by integrating the foundational concepts of DTs, and

focusing on NDTs, their diverse use cases, and reference architectures. LIST
examined the evolution of NDT technology from different perspectives, namely,
standardisation bodies, academia, and industry, comparing this new concept to
simulation frameworks. LIST also contributed to the use-case definition and
transversally to the integration of the NDT concept in the document.

IMEC

2,5.3,6.

Leveraging its expertise in Al-native architectures, IMEC contributed a literature review
on their integration with NDTs for Section 2. As leaders in the proposed Energy Savings
use case, IMEC described this use case in Section 5.3. Finally, it helped design the
6G-TWIN architecture and identified several open challenges for future project phases.

POLIBA

2.3.

POLIBA contributed to the writing of Table 6 to present an overview of academic
contributions to Al-Native network architectures, serving as a foundational reference to
pinpoint future research gaps.

UBOU

5.1,6.2,6.3.

UBOU mainly contributed to section 5.1 related to KVI and KPI within European
projects. UBOU also contributes to section 6 in describing the functional models of 6G-
TWIN Layer 2 System Architecture.

TUD

2.3,3,5.2

TUD focused on the simulation framework, for which the state of the art (section 2.3)
and the planned contributions in the 6G TWIN project (section 5.5) have been
described. Additionally, TUD contributed to the teleoperated driving use case (section
5.2).

UBI

3.1, 3.3, 34,
4

Ubiwhere contributed to the section of functional and non-functional requirements,
focusing on the identification of supporting functionalities, zero-touch management and
federated MANO subsections. Furthermore, Ubiwhere as the lead of the section unified
the information of section 4.

ACC

1-6 (1, 5, 7)

Accelleran as the document leader, has reviewed and edited the whole document. The
main contributions are focused architectural description of the NDT from the industry
point of view and their implementation under O-RAN specifications including data
translation and management (Telemetry Framework) for the RIC entity. Also, it
contributes with the KVI-KPI description and the Energy Savings Use Case.

EBY

7.1

EBY contributed to Section 7.1.1 regarding security and privacy requirements for 6G
architecture integrating DTs. The contribution included the state of the art and the
roadmap to ensure security and privacy. Furthermore, EBY served as the reviewer for
Section 2: Architecture for 6G and NDT.

PX

2.1

PX contributed transversally to Section 2.1 by providing regular feedback on the
content and the perspective from a mobile network operator.

VIAVI

2.3,3.3,34.

Viavi contributions to the document in section 2.3, particularly in the realm of network
emulation to support NDT. Their provision and development of a DT of a 5G Core
Network, coupled with the TeraVM Core Emulator, have been instrumental in
simplifying the testing and development process for tele-assisted driving and optimizing
the performance of 5G User Equipment (UE). Additionally, Viavi described its RIC Test
offering comprehensive training and testing capabilities for wireless networks, covering
various standards and protocols such as O-RAN, LTE, and 5G. By emulating real-world
RAN topologies and scenarios, it enables training Al/ML models for critical use cases
like Traffic Steering, Energy Savings, and Admission Control.

Co-funded by
the European Union

Bold numbers represent section technical leaders
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2 ARCHITECTURE ENABLERS FOR 6G AND
NETWORK DIGITAL TWINS

This section describes the theoretical foundation for the subsequent sections, focusing on the
transition from 5G to 6G networks and the associated technological advancements. We begin
by describing the need for a new architectural framework for 6G by identifying the primary
drivers behind the shift to 6G. Next, we explore NDTs, detailing their definitions and
components. We also examine the techniques employed in constructing NDTSs, such as Al/ML
algorithms and simulators. Finally, we review recent proposals on Al-Native architectures and
their envisioned role in the development and enhancement of NDTs.

2.1 Road from 5G to 6G

The roadmap from 5G to 6G is a journey that is already well underway, with the sixth
generation of cellular networks expected to become available early in the 2030s [1], [2].
Beyond improving the performance of its predecessor in terms of throughput, latency,
coverage and spectrum efficiency, 6G is expected to impact and contribute to the societal,
business and policy goals. Here are some key points on the roadmap from 5G to 6G:

e 6G Vision: The vision for 6G is built on the desire to create a seamless reality where the
digital and physical worlds as we know them today have merged [1]. This merged reality
of the future will provide new ways of meeting and interacting with other people, new
possibilities to work from anywhere, and new ways to experience faraway places and
cultures [1], [3]. 6G also introduces new capabilities, including coverage, sensing-related
features, Al-related functions, sustainability, interoperability, and positioning. Many of
these capabilities lack clearly defined metrics. Therefore, new methodologies, such as
KVls, and widely accepted frameworks need to be developed.

e Al-Native integration: Unlike 5G, which treats Al and ML as add-ons, 6G will integrate
Al into core functionalities from the outset of design and development [4]. For instance,
the Al-Native air interface [5], replaces all primary building blocks with Al models,
improving performance and reducing the complexity of wireless transmissions.
Additionally, meeting the stringent requirements of newer services necessitates complex
network management solutions. This complexity can be effectively managed through
enhanced network automation, largely facilitated by Al and ML adoption.

e Cyber-Physical Continuum: 6G will make it possible to move freely in the cyber-
physical continuum, between the connected physical world of senses, actions, and
experiences, and its digital representation [1]. The cyber-physical continuum of 6G
includes the metaverse as it is typically understood — a digital environment where avatars
interact in a VR/AR world — and goes further, providing a much closer link to reality [1],[6].

e Technology Development: To enhance the capacity and coverage of 6G networks,
new technologies will be developed. Cell densification will be increased to improve
coverage, including solutions to boost spectral efficiency. Achieving new efficiencies
over 5G, may be challenging. Innovations such as massive MIMO [7] and usage of
higher-frequency bands, like sub-THz [8], aim to offer higher peak rates. Additionally,
reconfigurable intelligent surfaces [9] promise to enhance coverage reliability in various
environments on a larger scale. The use of non-terrestrial networks [10], is also a
promising development for expanding 6G capabilities.
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e 6G Use Cases: The 6G usage scenarios extend the eMBB, mMTC, and URLLC vision
of 5G into six new categories [9], [11]: Immersive Communication, Hyper Reliable and
Low-Latency Communication, Massive Communication, Integrated Al and
Communication, Integrated Sensing and Communication, and Ubiquitous Connectivity.
Examples of important 6G use cases include e-health for all, precision health care, smart
agriculture, earth monitor, DTs, cobots and robot navigation [1]. These scenarios
demand significant enhancements in KPIs, surpassing the capabilities of 5G.

e 5G Advanced: Just as the roadmap to 5G involved a stepping stone from 4G to
standalone 5G in the form of LTE and RAN-enabled 5G, so there will need to be an
intermediary step on the journey between standalone 5G and 6G. Also known as ‘5G
Advanced’, this evolution of the 5G standard is planned for rollout in 2025 and will
improve on current 5G capabilities [2].

e Next G Alliance Roadmap: The NGA roadmap working group just issued its Roadmap
to 6G report in February 2022. The report identifies 6 “audacious goals”: Trust, Security,
and Resilience; Digital World Experiences; Cost Efficient Solutions; Distributed Cloud
and Communications Systems; Al-Native Wireless Networks; and Sustainability [1], [12].

The transition from 5G to 6G represents a significant evolution in wireless communication
technology, promising to enhance and expand the capabilities introduced by 5G. Despite these
advancements, 5G has its limitations. It struggles with coverage gaps, particularly in rural or
densely obstructed areas, and has high energy requirements for dense networks. Additionally,
handling an increasing number of connected devices with high efficiency remains challenging.

The development of 6G is driven by emerging needs that surpass the capabilities of 5G. Future
applications like immersive Augmented Reality (AR) and Virtual Reality (VR) will require even
higher data rates, while applications like real-time holographic communication and advanced
robotics will demand near-instantaneous response times. 6G aims to provide seamless global
coverage, including remote and underserved regions, and integrate Al and machine learning
for smarter network management and optimization.

Key innovations in 6G include the utilization of terahertz (THz) frequencies to achieve ultra-
high data rates and bandwidth. Advanced Al and machine learning will drive network
management for dynamic resource allocation and optimization. Quantum communication will
enhance security and data transmission capabilities, while edge computing will bring
computational power closer to the data source to reduce latency. Reconfigurable Intelligent
Surfaces (RIS) will improve signal strength and coverage by controlling electromagnetic
waves, and Integrated Sensing and Communication (ISAC) will combine communication and
sensing functions for applications like smart cities and autonomous systems.

Global efforts and standardization are crucial for the development of 6G. Major tech
companies, academic institutions, and government bodies are investing heavily in research.
Organizations like the ITU and 3GPP are working towards global standards, while early testing
and pilot projects are being conducted to understand real-world challenges and refine
technologies. For example, the "Hexa-X: A flagship for B5G/6G vision and intelligent fabric of
technology enablers connecting human, physical, and digital worlds” is the pilot 6G initiative of
the European Commission aiming to define the role of 6G in societal evolution [13], [14]. The
project outlines six main research challenges, providing a foundation to forecast relevant use
cases for 6G while considering societal and economic trends. Here, we present an initial, non-
exhaustive set of use cases as a baseline to guide future 6G research directions, reflecting
current European research activities driven by the 5G PPP and 6G-IA initiatives. These use
cases range from evolutionary enhancements of 5G capabilities to disruptive innovations that
could transform society as depicted in Figure 2.
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The transition to 6G necessitates a new architectural framework to address the limitations and
gaps in the current 5G system as defined by the 3GPP. This requirement arises from emerging
technological trends and the evolving needs of use cases that mandate the incorporation of
several critical components within the 6G architecture [15].

A significant aspect of the new 6G architecture is the integration of Al. With advancements in
computational resources, edge- and cloud-computing, and the increasing availability of
network and application data, Al can now be applied to almost every aspect of maobile
networks. This integration enables automated network operation and user application/service
support. To harness the full benefits of Al, 6G systems must be pervasive in Al and
computation, necessitating a data-driven architecture. The vision for 6G includes leveraging
Al to optimize the air interface, such as physical layer configuration, mobility, resource
management, and Quality of Service (QoS) assurance. Moreover, 6G aims to transform the
network into a powerful distributed Al platform, making Al as a Service (AlaaS) a pivotal
enabler. Additionally, programmability is another cornerstone of the new 6G architecture. While
programmability has long been a feature of network devices, the past decade has seen
significant enhancements, particularly with the advent of Software-Defined Networking (SDN)
and the ongoing trends towards softwarization, edgification, and cloudification. Furthermore,
the 6G architecture emphasizes a cloud-native, softwarized, and service-based approach. The
6G architecture must be flexible to accommodate new types of end-user devices and access
network topologies, necessitating dynamic functionality upgrades and function distribution to
match changing deployment needs.

Another critical reason for a new architecture is the realization of the Continuum Orchestration
concept, which represents the evolution of regular management and orchestration technigues
towards a continuum that jointly combines different orchestration domains: Core Network (CN),
transport network, edge, extreme-edge, and other networks external to the Mobile Network
Operator (MNO), such as fixed access networks or private networks.

According to the Networld Europe, the 6G vision emphasizes the integration of advanced
Information and Communication Technology (ICT) systems to support a broad range of future
applications beyond 5G's capabilities. These include telepresence with robots and holography,
high-resolution AV and VR for gaming and professional use, automated machines and
vehicles, collaborative robotic systems, comprehensive environment sensing, and body
monitoring for healthcare. The vision seeks to overcome traditional separations in computing
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and communication infrastructures, advocating for a seamless integration of various domains
and services. 6G systems will dynamically aggregate service execution platforms with more
intelligence and computing power, enabling real-time reconfiguration and deployment of new
services. This transformation aims to support a vast number of devices generating and
processing large amounts of data, enhancing efficiency and effectiveness through IoT and
cyber-physical system integration. To support this, the 6G system architecture will feature
highly dynamic, reprogrammable networks that integrate various connectivity modes and
technologies, supporting both local and remote objects across different environments. The
architecture will manage end-to-end service execution in dynamically composed environments
with components from different authorities, addressing both technological performance and
societal aspects. Al and machine learning (Al/ML) will optimize deployment, adaptation, and
decision-making processes, generating insights from data and enhancing system
modularizations. However, Al/ML implementation must consider trade-offs, as it requires
significant data transfers, computational resources, and energy consumption. The goal is to
develop a cohesive system that balances these demands while ensuring security and
minimizing risks. The future network technology will support both the general Internet economy
and specific needs of cyber-physical infrastructures, integrating diverse connectivity
technologies for a seamless user experience.[16]
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Figure 3. High-level 6G Architecture based on the 5G PPP [17].

The 6G End-to-End (E2E) architecture proposed by the 5GPPP is organized into three primary
layers: Infrastructure, Network Service, and Application [17]. The infrastructure layer contains
Network RAN, Network CN, and Transport networks, providing the physical resources to host
network services and application elements. This layer accommodates new enablers such as
localization and sensing, with RAN improvements facilitating extremely low latency, high
reliability, high data rate, high capacity, affordable coverage, high energy efficiency, and
accurate localization. The network service layer, envisioned to be cloud and micro-service-
based, extends from central cloud to the extreme edge cloud. By implementing all network
functions, operations, and applications as microservices, the architecture moves towards a
softwarized, intelligent, and efficient framework. The introduction of the extreme cloud within
this layer supports a high heterogeneity of devices, including personal devices and a wide
variety of Internet of Things (loT) devices, necessitating cloud-native technologies to create
cloudlets at the network edge.
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Network management and orchestration in 6G are advancing towards full automation with
AI/ML, enhancing reliability, flexibility, and resilience through seamless continuum
orchestration across device-edge-cloud infrastructures. Security and privacy are crucial,
employing a decentralized framework with blockchain to protect data across all layers. Privacy-
enhancing technologies and AI/ML security are vital for safeguarding functions, while
distributed ledger technologies provide "distributed trust" without central authority, essential
for interdomain management.

This architecture follows the principles guiding the development of the 6G architecture include
the exposure of capabilities, full automation through AI/ML, flexibility to different topologies,
scalability, resilience and availability, service-based interfaces, separation of network function
concerns, and overall network simplification. These principles ensure that the architecture
remains adaptable, efficient, and robust, addressing the needs of future mobile network
deployments. Following this vision, we propose an enhanced Al-Native 6G-TWIN in Section 6
where the Physical and Digital network are fully explained and mapped into this layered 6G
High-level architecture.

2.2 Introduction to NDT concepts, use-cases, and
reference architectures

This section aims to review the foundational concepts of DTs, explore the specific domain of
network digital twins, and review their diverse use cases and reference architectures. We
examine the evolution of DT technology from different perspectives, namely, standardisation
organizations, academia, and industry, comparing this new concept to simulation frameworks.

The Digital Twin concept originated from an industrial context, notably at the National
Aeronautics and Space Administration (NASA) [18] where they were developed to understand
and predict the behaviour of spacecrafts during mission. Those early twins where not
necessarily fully digital, a physical copy of the spacecraft was also realised on earth and all
actions from astronauts were reported to the physical copy. It was then transferred to the
production industry, inspired by works product lifecycle management [19].

More recently, DT had many definitions, and the concept is be applied to many domains. As a
general definition: DT is a virtual representation of a physical entity, designed to collect and
transmit real-time data to and from its Physical Twin (PT) counterpart, facilitating a two-way
interaction [20]. It offers some services such as simulation, analysis, prediction, etc. [21]

In practice, achieving a full bidirectional data flow between the physical system and its virtual
representation is highly challenging. Thus, we talk about digital shadow [22] which are
synchronized manually, lacking data and partially implements this bi-directional flow.

DTs are largely relying on communication networks to support bi-directional communication
flows. At the same time, due to the increased complexity networks and their increasing
utilisation, networks themselves must leverage DT technology to pursue improved and
optimized solutions, rather than solely relying on the physical network [23].

Generic DT architectures

The Digital Twin Consortium (DTC) [24], supported by the Object Management Group (OMG)
proposes a reference DT architecture and notably its key capabilities. Grieves [21] first
proposed a conceptual architecture for DTs with three elements: The DT, the PT, and the
connections between them.
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This initial concept lacked the idea of external services or a data store. It originated from
NASA's experiments where a virtual system mirrored the physical one in real-time.

Later architectures [25], [26] expanded on this core concept by introducing additional elements
while maintaining the core idea of replicating the physical system. Five-element architectures,
for instance, included: Physical entity, Virtual entity, Database, Set of services, and
Connections between them. There are varying definitions of the DT itself. Some proposals
define it as all the elements combined [25], while others, including the DTC, consider it solely
the digital replica. Additionally, some architectures separate the DT from the data base and
connections but include optimization services [26].

The International Standards Organization (ISO) architecture for DTs in Manufacturing [27]
aligns with recent proposals, including a DT Framework that excludes the physical system. A
study by [28] provides a comprehensive overview of software architectures for DTs. It covers
both well-established architectures and those designed for specific systems. The paper also
introduces a two-dimensional classification based on abstraction and detail levels, along with
a valuable catalogue of 14 quality attributes relevant to DTs. The authors of [29] propose using
Domain-Driven Design (DDD) [30] for designing DTs architectures instead of predefined
reference models. Analysing the advantages and disadvantages of designing a new
architecture using DDD versus implementing an existing one presents an interesting research
opportunity.

Network Digital Twins serve as virtual replicas of physical network infrastructures, providing
real-time insights and predictive capabilities. Concerning 6G networks, a consensus has
emerged among various references regarding the fundamental features and functionalities,
largely aligned with the recommendations set forth by the ITU-T Y.3090 [31]. ITU-T Y.3090
outlines key aspects essential for NDTs, summarized by data, mapping, modelling, and
interface.

Given the high complexity and requisite processing power, constructing a single NDT that
encompasses all network aspects and scenarios is impractical. Therefore, the development of
an NDT is inherently use-case-driven, with its data and models chosen precisely to the
scenario it serves.

NDT use-cases

References such as [32], [33], [34] identify the main NDT use cases, that could be categorized
into four main groups.

e Planning: NDTs can be used to plan the network ahead of deployment and optimize the
locations of Base Stations (BSs) according to the area population and surroundings. This
use case facilitates network expansion by integrating new equipment such as, new BSs,
RIS, or Non-Terrestrial Network (NTN) access points. Data exchange between the NDT
and the physical network is minimal during planning, relying instead on pre-existing
network and equipment information and data from complementary DTs such as the City
Digital Twin (CDT), as demonstrated in [35].

e Monitoring: This use case includes network anomalies detection and recovery, and risk
prediction. The work in [36] reviews the state-of-the-art big-data approaches to detect
and mitigate cellular network anomalies effectively. The NDT relies on data generated
from the network measurements and parameters such as Call Detail Record (CDR),
location information, User Equipment (UE) movement behaviour, reference signal
received power, radio link failure report, and other [36]. Since monitoring is a critical use
case, then there is a need for real-time data exchange between the NDT and the physical
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network. However, the collected data can be stored temporarily and used to train the
NDT models for an enhanced anomalies detection in the future.

Optimization: NDTs will be widely used for optimization purposes since it is the primary
goal for network operators and service providers. Here also we can differentiate between
two types of optimizations:

o Short-term optimization: This type of optimization is performed in real-time to
respond to the needs of a temporary situation, e.g. optimal resource allocation,
handover management [37], and enabling autonomous driving (or teleoperated
driving).

O

Long-term optimization: This type involves training AI/ML models on historical data
for applications such as traffic prediction and energy saving. An example of
implemented data-driven wireless network optimization is the Simulated Reality of
Communication Networks (SRCON) framework [38], which incorporates key
features such as beam-space construction, radio map formation, traffic prediction,
UE association, and mathematical optimization to enhance wireless network
performance.

Visualization: Network visualization is essential in understanding and optimizing
network behaviour, which is done using simulation and emulation framework, and testing
“what-if” scenarios. Simulation and emulation provide a real-time representation of the
network behaviour, aiding in the identification of potential bottlenecks, and areas of
improvement. This is tightly related to conducting “what-if” analysis to explore various
hypothetical scenarios and their potential to impact the network performance. The work
in [39] proposes a what-if analysis module to the DTN, which utilizes Conditional Tabular
Generative Adversarial Network (CTGAN) for synthetic data generation to simulate
different network scenarios.

In this section, we review the state-of-the-art NDT architectures from the perspective of
different technology-influencing entities, namely: Standard Development Organizations
(SDOs), academia, and industry. We highlight the key contributions from each sector and their
distinctive approaches and differences.

Standard Development Organizations (SDOSs)

The International Telecommunication Union (ITU-T) Y.3090 recommendations [31] have set
the baseline for NDT architecture. The proposed architecture, highlighted in Figure 4, is
composed of three layers: Application Layer, Digital Twin Layer, and Physical Network Layer.

Physical network: The lower layer contains all elements related to the physical network,
including real (e.g., gNodeB, UE) and virtual (e.g., spectrum resources, user-plane
function, elements in the core network) elements.

Digital Twin layer: This middle layer is what defines the NDT functions and handles the
data and models related to the upper and lower layers. It contains the unified data
repository, unified data models and DT entity management.

Application layer: The application layer creates NDT instances in the NDT layer based
on the application’s requirements. It also sends control updates to the physical network
through the NDT.
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This architecture is enabled by the following four elements: data, mapping, model, and
interface.

e Data serves as the foundation, providing a unified repository for accurate and up-to-date
information, which will be tackled in detail in WP2 of this project.

e Real-time interactive mapping is what distinguishes NDT from traditional network
simulations, relying on the real-time data exchange between physical and virtual
systems.

e Models within the virtual network reflect the key basic and functional features of the
twinned physical entities, which is further detailed in this document.

e Standardized interfaces ensure compatibility and scalability, with southbound interfaces
linking physical and virtual networks, and northbound interfaces facilitating information
exchange between virtual networks and network applications (further details in WP2).
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Figure 4. ITU-T high-level architecture [31].

Regarding other SDOs, the Third Generation Partnership Project (3GPP) proposes intended
work for release 19 in 3GPP TR 28.915 [40]. This preliminary document explains the relation
between NDTs and network automation functions, and how to integrate NDT models into these
functions. It also reviews some of the important use cases for NDTs. Moreover, the European
Telecommunications Standards Institute (ETSI) [32], and Internet Engineering Task Force
(IETF) [41], both provide a similar view of the NDT architecture as the ITU-T recommendations.

Academic perspective

The scientific community started investigating Al/ML techniques for communication networks
long before conceptualizing NDTs. In 2015, the article in [42], provided a detailed survey of
how Al-based techniques apply to emerging heterogeneous networks. The authors describe
how Al can be used to surmount several challenges related to management, optimization, and
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maintenance of mobile networks, stemming from the fast-developing mobile communication
industry. The use of the term DT for networks has first appeared in 2019 in the article "Deep
Learning for Hybrid 5G Services in Mobile Edge Computing Systems” [43], which used Deep
Neural Networks (DNN) to optimize energy efficiency for critical and delay-tolerance services
in a Mobile Edge Computing (MEC) system.

In the meantime, academic research provides different perspectives of NDT architectures than
SDOs. For instance, authors in [44] present a novel hierarchical DT network for satellite
communication networks to facilitate the deployment and evolution of those. In this
architecture, edge-DTs are deployed on ground stations near its physical entities. The Physical
System (PS) is composed of on-orbit satellites, wireless links, and terminals. Each edge-DT
builds a model for the physical entity based on the collected information, and performs real-
time operations such as fault diagnosis, beam scheduling, radio resource allocation, and data
processing. Edge-DTs communicate with central-DTs, deployed in a centralized Network
Control Center (NCC). The central DTs are responsible of global network controlling by
creating multiple isolated personalized central-DTs to meet diverse network management, and
control requirements, including verification, global optimization, traffic engineering, and slicing
management. In the system, one physical entity is only mapped to a unique edge-DT, whereas
multiple central-DTs share edge-DT information. This method could significantly reduce the
system overhead since the edge-DTs avoid redundant resource consumption from duplicating
multiple DTs of the same physical entity for different central-DTs.

Some works focused on RAN NDTs. For instance, [45] proposes a framework that is aligned
with both O-RAN Alliance and IETF specifications [41]. The proposed architecture includes
three main modules: data repository, services mapping models (basic and functional models),
and the DT management. The proposed architecture considers that different applications can
make use of the RAN NDT. Each application is provided with a RAN NDT instance customized
according to the specific requirements of the App. This customization can embrace the
activation of selected service mapping models, the specification of the data to gather in the
data repository, the definition of the required KPIs, the specification of analysis and
visualization capabilities for the application, the specification of emulations if required, etc.

The comprehensive survey in [46] provides an overview of NDT requirements, use-cases, and
challenges. The survey adopts IETF and ITU-T recommendations and considers four main
characteristics for an DT, including data, mapping, model, and interface. It also describes the
architectural framework of the NDT as a three-layer, three-domain, and double closed-loop
architecture [31].

Industrial perspective

The concept of NDTs is gaining traction across the telecommunications industry, driven by the
need to optimize and manage increasingly complex network infrastructures. NDTs provide
significant advantages in terms of operational efficiency, predictive maintenance, and strategic
planning.

One of the leading works from industry is the white paper presented by Spirent [47]. The paper
defines NDT as emulated software and hardware replica of a 5G physical network, allowing
for continuous prototyping, testing, assurance, and self-optimization. The proposed
architecture by Spirent breaks down 5G network into several main components and emulates
each one of them separately. The main presented components are the following:

e 5G Radio Channel Emulation: Models new 5G RF channels, densities, and
technologies.

e gNodeB & eNodeB Emulation: Emulates 5G and 4G base stations for various
functionalities.

e Fronthaul Emulation: Models next-generation Ethernet fronthaul devices and traffic.

Co-funded b Funded by the European Union. Views and opinions expressed are however those of the author(s) only and
y . do not necessarily reflect those of the European Union or Smart Networks and Services Joint Undertaking.
the European Union Neither the European Union nor the granting authority can be held responsible for them.



16

D1.1 Architecture and technical foundations (Initial)

e Core Network and Cloud Edge Emulation: Emulates core network functions and their
distribution to the edge.

e Network Slices: Emulates multiple network slices with different configurations and
performance requirements.

e Device and Traffic Emulation: Simulates millions of devices to validate network
performance.

e GNSS Simulator: Simulates satellite constellation signals with environmental control.
e Real-World Emulation: Replicates real-world signals and traffic for testing.

e Impairment Emulation: Models network impairments to test network behaviour and
performance.

e Security Threat Emulation: Simulates complex multi-vector attacks to identify
vulnerabilities.

The above architecture provides a high level of modularity and flexibility in testing and
modelling the network using NDT.

Another white paper presented by ZTE [48], introduces yet a novel NDT architecture, by adding
a service layer which aggregates capabilities into microservices, offering scalability, flexibility,
and simplified maintenance. The service layer combines different NDT functions into nine
microservices. These microservices act as containers for individual capabilities, all openly
accessible and independent of different technical architectures, programming languages, and
data storage methods.

1. Data Collection: Collects data from both physical and digital twin networks.

2. Model Generation: Refines and generates models from raw data using a blended
approach.

Simulation: Utilizes a simulation engine for real-time decision-making.

Strategy Optimization: Optimizes network strategies based on simulations.
Visualization: Provides visual representations of data and simulations.

Algorithm Deployment: Facilitates the deployment of algorithms within the network.
Data Augmentation: Enhances data quality for better analysis.

Fault Diagnosis and Prediction: Identifies and predicts network faults.

© © N o 0o b~

Physical Network Capability Provisioning: Simulates network elements and their
interactions.

Microservices 1 to 4 provide foundational capabilities, microservices 5 to 8 offer advanced
functionalities, and microservice 9 represents the potential capabilities of future open prototype
networks.

As shown in Figure 4, one of the key architectural components of NDTs is the unified data
model, which is part of the middle layer (DT layer). It acts as the foundation for data-driven
modelling, providing versatile model instances for various network applications. This enhances
the agility and programmability of network services. NDT data models are classified in two
main categories: basic and functional models. On one hand, a basic model [31] refers to the
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network element model and network topology model of the NDT entity based on the basic
configuration, environment information, operational state, link topology and other information
of the network element, to complete the real-time accurate description of the physical network.
In addition, basic models can help verify and emulate control changes and optimization
solutions to ensure the effectiveness and reliability of the change control before it is sent to the
entity network.

On the other hand, functional models serve as a pivotal enabler for NDTs. They are employed
to model, optimize, and predict the behaviour of the network elements by leveraging previous
insights and knowledge gathered from basic models. Given the complexity and scale of current
networks, functional models mostly use data-driven approaches. They can be categorized by
network type (single or multiple domains), function type (state monitoring, traffic analysis,
security drill, fault diagnosis, quality assurance), and generality (general or special-purpose
models). Moreover, the functional models can be combined across multiple dimensions for
specific applications, e.g., a traffic balance optimization model for a core switch in a campus
network.

Basic Models

The basic model involves modelling physical network elements and their interconnections,
consisting of two main components: the network element model and the topology model [49].
The network element model represents various types of physical network devices such as
switches, servers, gateways, and firewalls. However, given the variety in network
manufacturers, a model normalization might be required, where only one model per device
type is needed.

The topology model describes the physical network topology and the status of network flow
and performance. It includes physical and logical connections, such as underlay, overlay, and
VPN, to meet visualization needs. Additionally, network flow data and performance data from
the physical network are superimposed on various topologies, creating a flow and stateful
network topology model.

Basic models are typically built using network simulation and mathematical abstraction. A more
detailed overview of network simulators is given in Section 3. Network modeling based on
mathematical abstraction involves numerically calculating physical network data. Despite
offering low resource consumption, such methods are affected by the large scale of modern
networks.

Functional Models

The functional model involves creating various data models for network analysis, simulation,
diagnosis, prediction, and assurance, using data from physical networks for specific application
scenarios. These models leverage a unified data repository and can be constructed and
expanded across multiple dimensions:

e By Network Type: Models can serve single or multiple network domains.

e By Function Type: Models can include state monitoring, traffic analysis, security drills,
fault diagnosis, quality assurance, and more.

e By Generality: Models can be general or special purpose.

These dimensions can be combined to create specific application models. Moreover, functional
models can be built using Al algorithms for tasks such as flow prediction, network performance
prediction, and coverage optimization. Additionally, knowledge graphs can be used to develop
functional models for network fault diagnosis and repair, continuously accumulating
experience and knowledge to accurately model network maintenance scenarios.

Several works have investigated the modelling of network elements and dynamics through the
construction of basic and functional models. For instance, Haddadi et al [50] survey the
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approaches on network topology modelling and generation of the Internet topology at both the
router and administrative levels. They also compared the mathematical models assigned to
various topologies and the generation tools based on them.

Moreover, Zhou et al [51] focuses on modelling node energy consumption in Wireless Sensor
Networks (WSN). It presents detailed energy models for the core components of WSN nodes,
including processors, RF modules, and sensors, considering their different operational states
and transitions. By utilizing an event-trigger mechanism, the paper aims to establish accurate
node energy models to improve the precision of simulations, aiding in protocol development,
system design, and performance evaluation. The study addresses the critical issue of energy
consumption in WSNs, providing a framework for analysing energy usage, evaluating
communication protocols, and optimizing node deployment and WSN applications.

More focused on the management of basic and functional models, Chen et al [49] presents a
detailed classification of NDT models and a comparative analysis of model building, and the
connection between the basic and the functional models through model orchestration is
realized. More recently, Ferriol-Galmés et al [52] proposes a Graph Neural Network (GNN)-
based network model able to understand the complex relationship between queueing policy
(scheduling algorithm and queue sizes), network topology, routing configuration, and input
traffic matrix, providing an accurate estimate of the end-to-end path delay. Such GNN model
can support Service Level Agreement (SLA)-driven optimizations and what-if analysis.

Looking a broader perspective, Wen et al [53] provide a comprehensive critical overview on
how entities and their interactions in Complex Networked Systems (CNS) are modelled across
disciplines as they approach their ultimate goal of creating a DT that perfectly matches the
reality.

Lastly, three surveys have been published in important journals in the last three years, which
proves the relevance of NDT in current research. Firstly, Wu et al [54] presents a
comprehensive survey of NDTs to explore the potential of DT and depict the typical application
scenarios such as manufacturing, aviation, healthcare, 6G networks, intelligent transportation
systems and urban intelligence in smart cities. Mihai et al [55] survey the key enabling
technologies, challenges, prospects, design goals, research and commercial developments,
applications, use cases, and future research dimensions of DTs, offering deep insights and
case studies across various industries, including industry, infrastructure, and healthcare.
Finally, Hui et al [33] identify three requirements (fidelity, efficiency, and flexibility) for
performance evaluation of the basic and functional models, and present a comparison of
selected data-driven methods to build them and investigate their potential trends in data,
models, and applications.

Al/ML is emerging as a critical enabler for the future of the telecommunications industry,
particularly adept at addressing complex and large-scale network issues where traditional
heuristic or exact modelling approaches fall short. Leveraging their ability to learn from vast
amounts of data, AI/ML models are exceptionally capable of delivering rapid and accurate
predictions, forecasts, and decisions. This capability is particularly transformative in areas like
network optimization and strategic planning, where AI/ML can streamline processes, reduce
operational costs, and enhance service delivery, positioning it as a cornerstone technology in
the evolution of next-generation telecom networks. Consequently, the success and long-term
viability of next generation systems will depend crucially on the effective integration of Al/ML
solutions within the network architecture.

Al-Native telecommunication architectures are fundamentally designed and optimized to
leverage Al and ML technologies, creating a new paradigm in network management and
operation. Unlike traditional networks, where Al is often an add-on, Al-Native architectures
integrate Al capabilities deeply into the core functions of the network. This integration allows
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for more intelligent, adaptive, and efficient operations. Key characteristics of Al-Native
architectures include the embedding of Al and ML algorithms directly into the network
infrastructure, the ability to process and analyse data in real-time through edge computing,
and the development of self-optimizing networks that can autonomously adjust parameters
based on current conditions and predicted trends. These networks aim for high levels of
automation, enabling self-configuration, self-healing, and self-management, thus reducing the
need for manual intervention. Designed to be highly scalable, Al-Native networks can easily
accommodate increasing volumes of data and the growing complexity of network services.

This section examines the cutting-edge developments in Al-Native architectures and their
integration with NDTSs. It considers perspectives from both academia and industry. From the
industry angle, we examine the advancements by major SDOs in embedding Al/ML within
network architectures to enhance core functionalities. Academically, we explore contributions
from researchers and academic projects, scrutinizing how theoretical advancements are being
translated into practical applications that could shape future network operations. This review
aims to bridge the gap between academic innovation and industrial application, highlighting
collaborative efforts that drive the evolution of network technologies.

In practical applications, Al-Native architectures play a pivotal role in enabling autonomous
drive vehicles and creating energy-efficient networks. For autonomous drive vehicles, the
integration of Al within telecommunications infrastructure is crucial for ensuring real-time
communication and data processing capabilities. Al algorithms enhance the ability to manage
vast amounts of sensor data from vehicles, enabling real-time decision-making that is essential
for the safety and efficiency of autonomous driving. This includes optimizing traffic flow,
reducing latency in Vvehicle-to-Everything (V2X) communications, and ensuring robust
connectivity.

Energy-efficient networks benefit significantly from Al-Native architectures by optimizing
resource allocation and minimizing energy consumption. Al-driven predictive analytics can
forecast network demand and dynamically adjust network resources to align with actual usage,
thereby reducing wastage and improving overall energy efficiency. Moreover, Al algorithms
can identify and mitigate inefficiencies within the network, leading to more sustainable and
cost-effective operations. By enhancing both performance and sustainability, Al-Native
telecommunication architectures support the immediate operational needs of modern networks
and contribute to long-term environmental goals.

The integration of Al/ML in telecommunications is transforming network operations, particularly
through Al-Native architectures and NDTs. Here we explore the advancements driven by
3GPP standards and the O-RAN Alliance in embedding Al capabilities within network
infrastructures, adopting enhanced performance and operational efficiency. It also highlights
the practical applications of NDTs in optimizing network functions, marking the vital role of
AI/ML in the evolution of next-generation telecom networks by bridging academic research
with industrial innovations.

The ITU role in Al-based networks

The ITU plays a pivotal role in advancing Al-native networks through various initiatives aimed
at integrating AI/ML in next-generation communication systems, particularly 5G and beyond.
These efforts focus on optimizing network performance, enhancing efficiency, and ensuring
robust and scalable connectivity.

Al for Good [56] is a flagship initiative designed to leverage Al to tackle some of the world's
most pressing challenges. Launched to advance the United Nations' (UN) Sustainable
Development Goals (SDGs), the program seeks to harness Al technologies to address issues
like poverty, hunger, health, education, and environmental sustainability in the context of
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communication networks. By fostering collaborations across sectors, Al for Good aims to
create practical Al solutions that can be implemented on a global scale.

One notable initiative under the Al for Good umbrella is the Al/ML in 5G Challenge [57]. This
challenge focuses on applying Al and ML to optimize 5G networks, enhancing their efficiency,
reliability, and scalability. Participants from over 100 countries work on developing Al models
to solve real-world network challenges, such as resource management and anomaly detection.
This initiative highlights the practical applications of Al in enhancing next-generation
communication systems.

Additionally, ITU collaborates with industry stakeholders, academia, and research institutions
to create standards and frameworks that guide the ethical and effective implementation of Al
in telecommunications. By fostering a collaborative environment, ITU aims to ensure that Al
technologies are used to create more intelligent, adaptive, and resilient networks. Through
these initiatives, ITU is driving the integration of Al into network infrastructure, paving the way
for more efficient, reliable, and scalable communication systems that can meet the demands
of future digital economies and societies.

3GPP Standards and Al-Native Networks

3GPP has been pivotal in advancing Al-Native network architectures through a series of
technical reports and specifications in its Release 18 [58], [59], [60], which marks the beginning
of the 5G-Advanced era. This release focuses on integrating Al/ML capabilities to enhance
network performance, reduce complexity, and improve operational efficiency. These
advancements are crucial for supporting the increasing demands on mobile networks, driven
by the proliferation of 10T devices, high-bandwidth applications, and the need for URLLC.

3GPP’s approach involves embedding Al/ML models directly into the network infrastructure to
enable real-time analytics and decision-making. The aim is to create self-optimizing networks
that can autonomously adjust their parameters based on current conditions and predicted
trends. This deep integration of AlI/ML technologies helps in addressing complex scenarios
that traditional methods struggle with, such as dynamic spectrum sharing, interference
management, and predictive maintenance.

X. Lin in [61], [62] provide an overview of the various activities and efforts within 3GPP Rell18
concerning Al integration into 5G-Advanced networks. It details the study and work items
dedicated to Al, emphasizing the importance of standardization for the widespread adoption
of Al in telecommunications. The design aspects and rationales behind standardization, is
presented in coherence of the 3GPP’s Al activities as a cohesive framework aimed at
enhancing network performance and efficiency through Al. Figure 5 illustrates the architectural
framework and key components of Al integration within 3GPP 5G-Advanced. It outlines the
interaction between Al functions and network elements, highlighting the roles of Al models,
data collection mechanisms, and inference processes. The figure depicts how Al is embedded
into various network layers, facilitating real-time data processing, predictive analytics, and
automated decision-making. This integration aims to optimize network operations, enhance
service delivery, and support advanced applications by leveraging Al's capabilities in a
standardized manner.

The main important documents related with the architecture, framework, definitions and
terminology are specified in TS 23.501 [59], TS 23.502 [60], TS 23.503 [63] and TS 23.288
[58] for the usage in the AI/ML native architecture in 3GPP. The TS 23.501 discusses the
architecture of the 5G Core Network and its support for AI/ML operations. The architecture
includes non-roaming and roaming configurations, integrating 3GPP and non-3GPP access.
Specific Al/ML support is detailed, highlighting functionalities such as Al/ML operation splitting,
model/data distribution, and federated learning. The Application Function (AF) can request the
network to provide QoS for AI/ML operations, utilizing the Network Exposure Function (NEF)
for monitoring and assistance. Member UE selection for AI/ML tasks, like federated learning,
is supported by interacting with 5G Core NFs, such as Policy Control Function (PCF), Network
Data Analytics Function (NWDAF), Access and Mobility Management Function (AMF), and
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Figure 5. An overview of Al in 5G-Advanced in 3GPP Rel 18 [58]

Session Management Function (SMF). These capabilities ensure efficient AI/ML operations
within the 5G ecosystem, facilitated by detailed procedures and compliance with 3GPP
standards.

According to 3GPP TR 23.700-80 [64], [65], integrating AlI/ML into the 5G system presents
significant architectural challenges, particularly in monitoring network resource utilization,
enhancing 5G Core (5GC) capabilities for information exposure, provisioning external
parameters, optimizing traffic transport mechanisms, and enhancing QoS and policy controls.
The need to track data throughput and session inactivity is crucial for efficient resource
management, requiring new mechanisms within the network. Enhancing 5GC capabilities to
expose relevant information to UE and third parties is essential for enabling intelligent decision-
making and optimization processes, which necessitates developing new interfaces and
protocols to manage the increased data demands of AI/ML applications. The document
introduces the AlI/ML Translator (AIML-T), which translates Al/ML-related assistance requests
from UEs into analytics requests for the 5GC and converts the analytics information produced
by the 5GC into assistance information for UEs. Additionally, the document discusses the
Application Al/ML Assistance Network Function (AaaML NF), which coordinates 5GC services
to support AI/ML operations, and the NWDAF, which provides analytics to assist Al/ML
applications by predicting network conditions and performance metrics. Additionally,
provisioning external parameters such as environmental data into the 5G network architecture
ensures Al/ML models have comprehensive data inputs. Optimizing traffic transport to handle
the high volumes and specific patterns of AI/ML data demands rethinking traditional traffic
management strategies to provide the necessary bandwidth and low latency for real-time
operations. Finally, developing new QoS parameters and policy controls tailored to Al/ML
traffic is vital for maintaining performance requirements, involving the creation of advanced
monitoring tools and dynamic policy adjustment mechanisms based on real-time data and Al
insights. Addressing these challenges requires significant modifications to the existing network
architecture and the development of innovative interfaces, protocols, and management tools.

The 3GPP TR 28.908[66] report addresses AI/ML management capabilities in mobile
networks, detailing management throughout the operational phases including training,
validation, testing, deployment, and inference. It outlines the process of developing and fine-
tuning models using historical and current data, evaluating model performance with test data
to ensure accuracy and generalization, verifying model functionality in a controlled
environment before deployment, and implementing the model in the network for live
operations. It also covers the continuous use of the deployed model for real-time predictions
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and decisions. The document emphasizes performance evaluation through continuous
monitoring to ensure the model functions as expected, control through adjustments and
updates based on operational feedback and network environment changes, and supervision
to detect and correct issues promptly. It highlights the importance of security and reliability to
ensure models are robust against threats and function reliably under various conditions. Al/ML
integration into network functions includes latency reduction by optimizing network
performance, resource optimization for efficient use of network resources like bandwidth and
energy, and predictive maintenance to anticipate and prevent network failures. Challenges
such as transparency in Al/ML decision-making, ethical considerations to prevent bias, and
model adaptability to changing usage patterns and network conditions are also discussed. The
document stresses the importance of interoperability to ensure Al/ML solutions are compatible
across different systems and vendors, and international collaboration to develop common
standards.

Some key areas that represent 3GPP's efforts to integrate Al/ML into network infrastructure,
aiming to improve efficiency, reliability, and overall network performance in
telecommunications [61], [67], [68]:

e Channel State Information (CSI) Enhancements: Enhancing frequency domain
compression and time-domain prediction to better manage channel conditions and
optimize network performance.

e Beam Management (BM): Developing AlI/ML algorithms for spatial and temporal
prediction to improve beamforming techniques, crucial for advanced radio networks.

e Positioning: Utilizing AI/ML for direct and assisted positioning, enhancing the accuracy
and reliability of location-based services.

e Network Slicing: Implementing Al/ML to optimize resource allocation in network slices,
ensuring that each slice receives the necessary resources based on demand and
network conditions.

e Traffic Management and Optimization: Using AlI/ML for network traffic management
and optimization, improving traffic distribution and reducing congestion.

e Predictive Maintenance: Applying AI/ML techniques to predict failures and plan
preventive maintenance, increasing network reliability and availability.

e Energy Efficiency: Optimizing network energy consumption using Al/ML algorithms,
contributing to more sustainable and cost-effective operations.

e Quality of Service and Policy Management: Developing new QoS parameters and
controls specific to AI/ML, ensuring that Al/ML-based applications meet performance
requirements.

e Security Enhancements: Implementing AI/ML for real-time threat detection and
response, identifying anomalous behaviours and potential attacks.

e Federated Learning: Supporting federated learning operations where Al/ML models are
collaboratively trained using distributed data without the need for centralization.

e Data Analytics and NWDAF: Using the NWDAF to provide predictive and performance
analytics that assist Al/ML applications.

These efforts ensure that AI/ML can be effectively embedded into the core functionalities of
the network, enabling real-time decision-making and optimization.
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O-RAN Alliance and Al Integration

The Open RAN (O-RAN) Alliance complements 3GPP's efforts by promoting the integration of
Al/ML into open and intelligent radio access networks. O-RAN specifies several frameworks
and standards to facilitate this integration. By fostering openness and interoperability, O-RAN
aims to democratize AlI/ML applications, ensuring they are accessible to a wide range of
vendors and network operators.

O-RAN's initiatives are essential for creating a competitive ecosystem where innovation can
thrive. This approach helps in overcoming the limitations of proprietary solutions, making Al-
driven advancements more scalable and sustainable. The alliance’s work spans various
aspects of network operations, from real-time traffic management to predictive maintenance
and energy efficiency. As described in [69] there is deep description into the integration of Al
in the evolution of mobile networks, focusing on 5G-Advanced and the transition towards 6G
and its integration with O-RAN perspective. It focuses the collaborative efforts between 3GPP
and O-RAN to standardize Al technologies, facilitating their widespread adoption in
telecommunications. Here, uses cases like network optimization, predictive maintenance, and
enhanced service delivery, are evaluated while proposing a roadmap for integrating Al into 6G
networks to create more intelligent, adaptive, and efficient communication systems.
Additionally, it details how Al addresses the complex requirements of modern mobile networks,
providing examples of its impact on network automation, resource management, and user
experience enhancement. By leveraging Al, the industry aims to achieve significant
improvements in network performance, energy efficiency, and operational costs. Similar
initiatives by the O-RAN community are listed below:

e Al/ML Frameworks: O-RAN develops modular and flexible frameworks for integrating
AI/ML into RAN, enabling various Al-driven use cases.

e Interoperability Standards: Establishing clear standards for Al/ML integration to ensure
seamless collaboration between different vendors' solutions.

e Al-Enabled Traffic Steering: Implementing Al models to optimize network traffic
distribution, enhancing overall network performance and user experience.

e AI/ML Model Lifecycle Management: Managing the lifecycle of AlI/ML models,
including training, validation, inference, and deployment, ensuring robust and reliable
integration.

e Energy Efficiency: Utilizing AI/ML to optimize energy consumption within the network,
contributing to more sustainable and cost-effective operations.

The potential of O-RAN to replace hardware-specific RAN components with generic hardware,
specialized software, and open signalling interfaces, propose a technology opportunity that
facilitates the integration of AI/ML algorithms into RAN management, particularly at the user
plane, enhancing 5G's capabilities such as network slicing and virtualization. This can be
highlighted in [70] where software control over RAN enables faster analytics, supporting 5G’s
latency requirements and advanced usage scenarios like enhanced Mobile Broadband
(eMBB) and ultra-Reliable Low Latency Communications (URLLC). Additionally, an Al/ML
network management and optimization platform is shown in [71], where the importance of Al
in automating and enhancing decision-making processes in real-time is presented. By
leveraging Al, O-RAN can dynamically adjust to network conditions, optimize resource
allocation, and predict potential failures, thus improving overall network performance and
reliability. The integration of AI/ML supports the goal of creating a more intelligent and
adaptable network infrastructure. Also, the concept of Explainable Al is shown in [72] where
the disaggregation of traditional RAN functionalities, the adoption of open interfaces, and a
hierarchical control architecture managed by RAN Intelligent Controllers (RICs) is described.
This survey details XAl methods, their deployment in O-RAN, and the automation of XAl
pipelines, addressing challenges such as trust, security, and transparency in Al-driven network
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management. The document emphasizes the importance of XAl in enhancing human
understanding and trust in Al systems within the O-RAN ecosystem, facilitating more efficient
and transparent network operations. Similarly, the EXPLORA framework, is designed to
provide explainability for Deep Reinforcement Learning (DRL) control solutions in O-RAN [73].
Utilizing attributed graphs, EXPLORA links DRL agent actions with input state spaces, offering
detailed Al decision explanations. This framework enhances transparency and trust in Al
systems, tested on an O-RAN-compliant near-real-time RIC, showing significant performance
improvements through better explainability.

The OpenRAN Gym, is an open-source toolbox designed for developing, testing, and
prototyping Al/ML solutions compliant with O-RAN standards [71]. The framework integrates
several software components to facilitate data collection, design, and deployment of Al/ML
eXtensible Applications (xApps) on a near-Real-Time RIC. OpenRAN Gym enables
researchers to test AI/ML models on various platforms, including the Colosseum wireless
network emulator and real-world PAWR testbeds, providing a comprehensive environment for
end-to-end AlI/ML RAN research.

Security issues are also covered in [74] where the vulnerabilities of AI/ML models deployed in
O-RAN systems to adversarial attacks are presented. It demonstrates how slight manipulations
in input data can significantly degrade the performance of an ML-based interference classifier
xApp within the near-Real-Time RIC. This study reveals that even minor adversarial attacks
can drastically reduce the accuracy of ML applications, highlighting the critical need for robust
security measures in Al-driven O-RAN environments. Also, [75] explores the vulnerabilities
introduced by the open and flexible nature of O-RAN, particularly concerning Al/ML integration,
by discussing how the disaggregation of RAN components, combined with the programmability
and automation provided by RICs and Al-driven xApps and RAN Applications (rApps), can
lead to misconfiguration issues. The study examines the potential for AI/ML to both identify
and exacerbate these misconfigurations, presenting a case study on conflicting policies among
xApps and proposing Al/ML-based solutions to mitigate these problems. The research
emphasizes the critical need for robust management frameworks to ensure reliable and
efficient O-RAN operations.

Finally, in [76] the Colosseum project identifies several key challenges in the development and
deployment DTs over Open RAN systems. One significant challenge is the necessity for high-
fidelity emulation of real-world RF environments to ensure accurate testing and validation of
AI/ML models. Creating an environment that can reliably replicate real-world conditions is
crucial for developing robust Al-driven network management solutions. This includes
addressing the variability in signal propagation, interference, and other dynamic factors that
affect network performance. Another challenge highlighted is the integration of diverse
hardware and software components to create a fully programmable and flexible RAN system.
This involves not only the physical integration but also ensuring interoperability and seamless
operation across different vendors' equipment. Additionally, the paper emphasizes the
complexity of developing automation pipelines for continuous software validation and testing.
These pipelines are essential for maintaining the reliability and performance of Al applications
in Open RAN, especially given the dynamic nature of network conditions. The ability to
automate testing and validation processes helps in quickly identifying and resolving issues,
ensuring that Al models remain effective and accurate over time

Integration with Network Digital Twins (NDTSs)

NDTs play a significant role in optimizing network operations by creating virtual replicas of
physical networks. These replicas allow for simulation, monitoring, and optimization using real-
time data and Al-driven insights. Leading companies like Nokia, Ericsson, and Huawei, have
been pioneers in this field. NDTs provide a virtual environment where network operators can
test new algorithms, configurations, and updates without risking the live network's
performance.
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Ericsson explores the integration of AI/ML within 5G RAN, highlighting the importance of
standardizing Al/ML processes to ensure interoperability across different vendors' equipment
[77]. The 3GPP works on specifications to support AI/ML in 5G RAN, focusing on key use
cases such as load balancing, mobility optimization, and energy savings. The aim is to create
a framework where AI/ML processes are explainable and interoperable, ensuring they can be
effectively used to enhance network performance and efficiency. Ericsson aims to work closely
with the 3GPP's initiative to define inputs, outputs, feedback, and signalling procedures
necessary for AlI/ML functions in 5G RAN. This standardization effort is crucial for creating Al-
native cellular networks that can leverage AI/ML to optimize various network functions
autonomously. By establishing these standards, the industry can ensure that Al/ML solutions
are reliable and can work seamlessly across different network components, leading to more
efficient and intelligent network operations. Ericsson is deeply involved in the development and
deployment of Al-native networks, particularly in the context of 5G and beyond. One notable
collaboration involves Deutsche Telekom and Google Cloud, where Ericsson's cloud-native
5G core network functions were implemented on Google Distributed Cloud Edge. This project
demonstrated significant improvements in deployment speed, scalability, and operational
efficiency, achieving a voice-over-Internet Protocol call setup in just minutes at a Deutsche
Telekom lab. This collaboration aims to bring cloud services closer to mobile devices, ensuring
higher performance and meeting EU data protection standards [78].

Similarly, Nokia is significantly advancing Al-native 6G networks. One of their key initiatives
involves integrating Al/ML into the radio air interface, which allows 6G radios to learn, train and
adapt to various network conditions. This Al-native air interface can optimize network
performance dynamically, accommodating the specific needs of different applications, devices,
or users in real-time. For example, a network could be configured for industrial sensors and
then reconfigured for video surveillance, or robotic systems as needed. This adaptability
enhances efficiency and reliability across diverse use cases [79], [80]. Nokia's DT technology
simulates network environments, enabling operators to predict and resolve issues before they
impact the network. This technology is also employed to optimize network performance and
improve the accuracy of AI/ML models. The Dynamic Digital Twin project by Nokia Bell Labs
aims to create a real-time, continuously updated digital replica of physical networks. This twin
simulates network environments, helping operators predict and resolve issues before they
impact the network. It leverages Al and machine learning to optimize performance, improve
reliability, and enhance the accuracy of predictive models. By providing a detailed, dynamic
view of the network, this technology facilitates proactive management and efficient
troubleshooting, ultimately enhancing the operational efficiency and resilience of modern
networks [81].

Huawei is actively involved in advancing Al-native networks and NDT, particularly in the
context of 6G. Huawei's approach to 6G involves deeply integrating Al at the architectural level
to create networks that are capable of end-to-end Al learning and inference. This native Al
integration aims to provide real-time, trustworthy, and energy-efficient intelligent services,
supporting high levels of network autonomy. The concept of a DT in this framework involves
creating a real-time interactive mapping of physical network entities and their digital
counterparts, allowing for intelligent analysis, simulation, and control of the physical network
based on data-driven models [82]. Additionally, Huawei's "Intelligent World 2030" report
outlines its vision for future ICT technologies, including the role of Al and DTs in transforming
network management and operations. The report highlights how these technologies will enable
more precise, predictive maintenance and optimization of network performance, ultimately
leading to fully autonomous network operations. This forward-looking approach aligns with
Huawei's broader goal of leveraging Al to create a more connected and intelligent world,
addressing both current and future network challenges [83].
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In recent years, the convergence of AI/ML and networks has spurred a wave of innovative
research and development efforts across academia and various research projects. This
dynamic intersection has generated a wealth of insights and advancements in Al-Native
network architectures. In this section, we review some of the scholarly endeavours and
collaborative initiatives driving forward the understanding and implementation of these Al-
Native networks and what is the role of DTs.

Academia

Table 2 presents an overview of academic contributions to Al-Native network architectures,
serving as a foundational reference to pinpoint future research gaps. It categorizes
contributions by title, provides brief summaries of each proposed Al-Native architecture, and
distinguishes whether they are designed as end-to-end architectures or are specific to
particular network domains (i.e., Taxonomy column). This organization helps clarify the
landscape of current academic efforts and their applicational contexts within the field.

Table 2. Scientific state-of-the-art of Al-Native architectures

Summary

Taxonomy

Network Intelligence Stratum in
6G Networks [84].

Orchestration Procedures for the

The paper proposes the specific requirements of Network

Intelligence (NI) algorithms and the procedures that shall be
supported by a Network Intelligence Orchestration (NIO)
sitting in the NI stratum to effectively manage NI algorithms,
based on the recent concept of NIO. In addition, the study
introduces a reference implementation of the NOI defined
using cloud-native open-source tools.

End-to-End

DAEMON: A Network Intelligence
Plane for 6G Networks [85].

The paper introduces a novel architecture (proposed within
the EU- funded DAEMON project), which includes a
Network Intelligence Plane (NIP) that natively integrates NI
into the network operation, management, and orchestration
procedures. A design of a NIO that handles the most

important Nl-related mechanisms such as lifecycle
management, coordination, and data management is
proposed.

End-to-End

End to End Al Architecture for
Next Generation Network [86].

The paper proposes an Al Task Management (AITM)
module that orchestrates, coordinates, and manages the
network's intelligence in a multi-domain fashion. The
approach is an end-to-end orchestrator allocated in the
Service Management and Orchestration (SMO) module
introduced by O-RAN. Moreover, a new functionality, User
Equipment Data Analytics (UEDA), is introduced to take
advantage of the increasing computing capability of UEs
while considering their power consumption limitation. An
instance of the near real-time RIC is responsible for
managing the RAN domain, while an NWDAF manages the
core network.

End-to-End

Toward Al-Enabled NextG
Networks with Edge Intelligence-
Assisted Microservice

Orchestration [87].

The paper looks at different enablers for next-generation
networks based on Al. On the one hand, SDN - Network
Functions Virtualization (NFV) provides support for the
virtualization of network functions, paving the way for the
adoption of software architectures. On the other hand, the
cloud computing service and management platforms (e.g.,
OpenStack, Docker, Kubernetes) that break down the
monolithic components of service applications are into
smaller managed containers in a computing environment,
leading to an enhanced class of inter-connected softwarized
heterogeneous networks.

Domain-specific
(Edge)
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Toward a 6G Al-Native Air
Interface [5]

The paper introduces a new Al-based air interface that
enables optimized communication schemes for any
hardware, radio environment, and application. This new
interface leverages learning to make more efficient use of
the spectrum by identifying and optimizing new modulation
schemes, pilot sequences, and codes. Moreover, it
promotes learning-based design and less standardization,
which facilitates adoption and implementation.

Domain-specific
(Radio)

Distributed Al-native Architecture
for 6G Networks[88]

The paper investigates 6G networks through the lens of
distributed native intelligence, focusing on the structure that
supports autonomous intelligent nodes and their synergistic
interactions. They delve into the intricacies of inter-domain
communication and the sharing of insights, advocating for a
synthesis of distributed learning with network operations.
Beyond just proposing an Al-native framework, the research
outlines the demands Al functionalities place on existing
networks and charts a path towards an infrastructure
inherently designed for Al integration.

End-to-End

A network architecture for scalable
end-to-end  management  of
reusable Al-based applications
[89].

The paper proposes a network framework to facilitate Al-
based applications throughout various network areas,
aiming to avoid Al silos by enabling the reuse of data and
models for scalable implementations. This Al-native
framework consists of the Network and Service Automation
Platform (NSAP) for optimizing and managing Network
Intelligence Functions (NIFs) across domains, and the
Connect-Compute platform (CCP) for managing NIF
lifecycle operations. They also outline workflows for
managing Al applications and validate their architecture with
a vehicular application case study.

End-to-End

Toward native artificial intelligence
in 6G [90].

This paper analyses the role of native Al as a defining
element in 6G, proposing that it will be essential for realizing
fully autonomous and intelligent communication networks. It
reviews current research on network intelligence, advocates
for a 6G framework featuring hierarchical and distributed
intelligence, deep integration of connectivity and
intelligence, and shared intelligence capabilities. The paper
concludes that while native Al is crucial for 6G's evolution,
future research must address balancing training costs with
performance benefits, evaluating native Al network
performance, and dynamically deploying Al models.

End-to-End

Toward an Open, Intelligent, and
End-to-End Architectural
Framework for Network Slicing
[91].

The paper analyses the end-to-end network slicing
concepts, methods, solutions and functioning architectures
towards 6G, to aim the connection between the human,
physical, and digital worlds with high level of intelligence
and openness. An architectural solution harmonizes the
most recent specifications of the relevant de jure and de
facto standards development organizations in their
applicable layers with the aim of architecting a pre-standard-
compliant and preliminary network for slicing the 6G
network is proposed.

End-to-End

Five Disruptive Technologies in
6G to Support Digital Twin
Networks. [92]

The paper outlines the basic knowledge of DTs and the
possible innovative technologies expected in 6G networks
that will help DT systems to reach full potential, and deliver
the high-level performance needed for the next generation
of communications.

Domain-specific
(NDT)

A Digital Twin Network Approach
for 6G  Wireless  Network
Autonomy [23]

The paper proposes a DT network approach to solve the
challenge related to the future communication network
(more communication modes, service types, users and
devices) and to realize a high level of autonomy for 6G
wireless network. The study proposes an end-to-end logical
architecture, functionalities and the enabling technologies
for the DT network.

End-to-End
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DRL-Driven Digital Twin Function|The paper shows a novel software-defined DTN |End-to-End
Virtualization for Adaptive Service | architecture with DT function virtualization (DTFV) for
Response in 6G Networks [93] adaptive 6G service response. In addition, a proximal policy
optimization deep reinforcement learning (PPO-DRL) based
DTFV resource orchestration algorithm on realizing
massive service response quality optimization is proposed.
Experimental results show as the proposed method
outperforms heuristic DT resource managements methods.

Other research projects

Similar to Table 2, Table 3 examines some examples of completed and ongoing research
projects that incorporate Al/ML into network architectures. The projects are organized by title,
providing concise overviews of each Al-Native architecture proposed and classifying them as
either comprehensive end-to-end solutions or tailored to specific network domains. These
examples highlight the significant research interest in Europe regarding Al-Native architecture.
Each project introduces unique innovations and architectural enhancements aimed at
improving network intelligence, performance, and sustainability.

However, NDTs are not fully integrated within these Al-Native architectures. Instead, NDTs
are considered as supportive applications for some core functionalities within the architecture.
The methodologies for building such NDTs and using them to enhance network planning,
management, and control are not addressed within the scope of these projects.

Table 3. Research projects that integrate Al/ML into the network architecture.
Title ‘ Summary Taxonomy

H2020 - DAEMON | The European project Network intelligence for aDAptive and sElf- | End-to-End
[94] Learning MObile Networks (DAEMON) proposed a novel Al-Native
architecture for 5G and beyond networks [84] This architecture
introduces the Network Intelligence Stratum (NI Stratum) [85], a
cross-layer architecture that complements and interacts with the
existing planes in current and next-generation mobile networks, i.e.,
the user/data, control, and management planes.

H2020 - HEXA-X [13] | The European project Hexa-X proposed a novel end-to-end system | End-to-End
architecture, radio performance, connecting intelligence, network
evolution and expansion, and impact creation towards 6G.

6G-SANDBOX [95] The European project 6G-SANDBOX brings a complete and modular | End-to-End
facility for the European experimentation ecosystem, to support
technology and research validation processes needed in the pathway
towards 6G.

ORIGAMI [96] The European project Optimized Resource Integration and Global | End-to-End
Architecture for Mobile Infrastructure (ORIGAMI) for 6G aims at
spearheading the next-generation of mobile network architecture,
overcoming factual barrier, based on three critical architectural
innovation: Global Service-based Architecture (GSBA), Zero Trust
Exposure Layer (ZTL) and Compute Continuum Layer (CCL).

6G-BRICKS [97] The European project 6G-BRICKS aims to deliver a new 6G | End-to-End
experimentation facility, building on the baseline of mature ICT-52
platforms, that bring breakthrough cell-free and RIS technologies. In
addition, a novel unified control paradigms based on Explainable Al
and Machine Reasoning are studied. All enablers will be delivered in
the form of reusable components with open APIs, termed “bricks”.
Initial integrations with O-RAN will be performed, aiming for the
futureproofing and interoperability of 6G-BRICKS outcomes.

BeGREEN [98] The European project BeGREEN will take a holistic view to provide | End to End
evolving radio networks that not only accommodate increasing traffic
and service levels but also consider power consumption as a factor.
The provided solution will include a Al native intelligent plane that
extends the capabilities of the O-RAN aligned architecture to easily
provide AI/ML tools to RAN control components such as the Near RT
RIC and the Non-RT RIC.
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The main features that 6G-TWIN is planning to provide are summarized in Table 4. The table
shows how the state-of-the-art literature is handling such features and challenges. We
considered five different aspects during the evaluation, namely, built-in Al functionalities,
optimized performance for Al workloads, scalability and flexibility, integration with Al
development tools, and integration with NDTSs.

The “Built-in Al Functionalities” column evaluates the incorporation of Al functionalities within
the architecture examined in the reviewed studies, questioning their existence and integration.
A truly Al-native design embeds Al elements—Ilike machine learning algorithms, neural
networks, NLP, and computer vision—from inception, making them foundational to the
architecture’s structure.

Conversely, the "Optimized Performance for Al Workloads" column examines how the studied
architectures address Al-specific computational demands. Al-native structures are tailored for
the efficient execution of Al tasks, potentially leveraging specialized processing units like
Graphics Processing Unit (GPUSs) or Tensor Processing Unit (TPUs), software enhancements,
or a synergy of hardware and software to expedite Al processes and enhance performance.

The column on "Integration with Al Development Tools" examines how the reviewed
architectures natively support essential Al tasks like model training, inference, optimization,
and deployment. It looks at the provision of specialized APIs, services, or interfaces designed
to facilitate and enhance Al development workflows.

The "Decentralized/Federated" column analyses whether the architecture in question
integrates decentralized or federated features. Such Al-native structures are key to bolstering
data privacy, reducing latency, and efficiently managing network traffic, fostering intelligent,
energy-efficient collaboration within and across network strata.

Additionally, the column “Security” is dedicated to analysing the security mechanisms within
the Al-native architecture being reviewed. As 6G is anticipated to underpin critical
infrastructure, healthcare, and autonomous systems, these architectures must be inherently
secure, capable of intelligent defence against complex cyber threats, including zero-day
attacks, by utilizing self-learning behavioural analytics for continuous monitoring and prediction
of potential attack vectors.

Finally, the “Integration of NDT” column discusses how the reviewed architectures incorporate
support for NDT. NDTs enable organizations to create dynamic, real-time models of complex
networked systems, allowing for better monitoring, analysis, optimization, and decision-
making. By integrating NDT capabilities into the architecture, developers can leverage Al and
data analytics techniques to extract insights from DT data, predict system behaviour, optimize
network performance, and automate decision-making processes. Additionally, NDTs facilitate
scenario testing, what-if analysis, and predictive maintenance, enabling proactive
management of network assets and resources.

The table highlights a significant gap in the literature regarding the integration of NDTs into
network architecture, underscoring the innovation of our proposal. While references [87] and
[89] treat DTs as services for specific use cases rather than as essential components of an Al-
Native architecture, our approach recognizes their core role. Additionally, security is often
noted as a critical concern, especially as networks evolve into essential infrastructure requiring
protection from adversarial attacks and malicious activities. This concern is compounded by
the vulnerability of Al-based algorithms to security breaches through subtle data manipulations
that could compromise network integrity.
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Table 4. Features of an Al-Native Architecture

Features

30

Reference Built-in Al Optimized Integration with Al Decentralized/Federated Security Integration of
Functionalities Performance for Development Tools NDT
Al Workloads
Orchestration Procedures for the | Yes, via Network | Yes, via NI Virtual | Yes, it includes ML | A distributed data pipeline | Not discussed | No
Network Intelligence Stratum in | Intelligent Functions | Infrastructure pipelines discussed but not | in the
6G Networks [84]. (NIFs) and  Services | Manager and NI introduced in the | architecture.
DAEMON: A Network | (NISs). Orchestrator. architecture. Moreover, a
Inteligence  Plane for 6G centralized, end-to-end
Networks [85] orchestrator is designed,
where through interfaces it
gathers data from local
controllers and
orchestrators.
End to End Al Architecture for | Yes, via the NWDAF | Itis assumed butit | Yes, by introducing | Distributed NWDAF | Not discussed | No
Next Generation Network [86] (core), RIC (RAN) and | is not included in | the Intfl, allowing the | (Rell8) are exploited | in the
UEDA (UE) the architecture. AITM to communicate | together with Federated | architecture.

with an external third-
party.

Learning to guarantee data
privacy, reduce network
resource usage, and
maximize the value of the

data with collaboration
across different data
domain. However, the

orchestration of intelligence
is centralized in the SMO.

Interface [5].
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in the
architecture.

Toward  Al-Enabled  NextG | No, they are build per use | Itis assumed butit | No. The architecture | The architecture considers | Security is | DTs are seen
Networks with Edge Intelligence- | case requirements. is not included in | uses software | a Data Distribution and | discussed as | as an
Assisted Microservice the architecture. enablers such as | Collaborative Plane that | an open | application
Orchestration [87]. Kubernetes, Jupyter | shares the network data | challenge, that could be
and TensorFlow to | collected on the three- | mentioning supported by
manually deploy the | layers network architecture | efforts from | the
Al models. (physical, network, and | ETSI on | architecture
services). securing  Al, | rather than a
but not | component of
integrated  in | such
the architecture.
architecture.
Toward a 6G Al-Native Air | Yes, ML are presented to | Itis assumed butit | No. It was discussed | Not discussed in the | Not discussed | No
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Reference Built-in Al Optimized Integration with Al Decentralized/Federated Security Integration of
Functionalities Performance for Development Tools NDT
Al Workloads
Distributed Al-native Architecture | Yes, through the Al-native | Yes. It is | Yes. The architecture | The proposed architecture | Not discussed | No
for 6G Networks [88]. NF or the Standalone Al discussed in the | considers a model | follows the same guidelines
architecture, but | training layer and an | as proposed by 3GPP in
more  from  a | inference and decision | the NWDAF. The
requirement layer Moreover, the | architecture leverages
perspective. architecture considers | techniques such as
a model, data and | federated learning to
knowledge warehouse | support distributed model
to accumulate the | training. The architecture
models, data and | contemplates a
knowledge during Al | coordination function to
service support hierarchical
distributed intelligence,
data and knowledge
sharing, among others.
A network architecture for | Yes, via the Artificial | Yes. Through the | Yes, the proposed | The Network and Service | Not discussed | No. Only
scalable end-to-end | Intelligent Functions | Connect-Compute | model manager (part | Automation Platform acts | in the | discussed as
management of reusable Al- | (AIFs) platform. Beyond | of the data pipeline) | as a coordinating node of | architecture. an application
based applications [89]. addressing the | enables the lifecycle | the different orchestrators | Assumed to support a
computing management of AI/ML | such as MEC and NFV | through mobility  use
perspective, the | models. ones. It is more a | managed case.
architecture  also hierarchical  architecture | platforms such
considers shared that allows collaboration | as MEC and
pipelines for data between multiple levels. NFV.
and for multiple Al
models.
Toward native artificial | Yes, through the | Operation The intelligent function | Distributed intelligence is | It is thought as | No
intelligence in 6G [90]. intelligent function, | Administration and | has the capability of | discussed in the | a module
belonging to the function | Maintenance performing model | architecture, more from the | inside the
layer. problem: Provide | training, validation and | disaggregated RAN | architecture
E2E orchestration | selection/optimization. | perspective of Open-RAN. | that provides

and management
for Al workflows,

which is
seamlessly
integrated with
network
management.

However, it is not
discussed in detail.

However, the architecture
considers a central node for
coordination among the
distributed nodes.

protection to
other modules
and
components of
the  network.
However, it is
not fully
detailed.
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Reference

Built-in Al
Functionalities

Optimized
Performance for
Al Workloads

Integration with Al
Development Tools

Decentralized/Federated Security

32

Integration of
NDT

Toward an Open, Intelligent, and | Yes, through CN NF Al- | Itis assumed butit | It was discussed but | No. It was discussed but | Not discussed | No
End-to-End Architectural | driven, and Al-native | is not included in | not included in the | not included in the | in the
Framework for Network Slicing | interfaces and | the architecture. architecture. architecture. architecture.
[91]. transmission
technologies in the Radio
Unit (RU). Advanced
integration Al/ML
algorithms into 6G slicing
framework
Five Disruptive Technologies in | No No It was discussed but | No. Yes. The | The paper
6G to Support Digital Twin not included in the architecture outlines
Networks [92]. architecture. considers possible
physical space | innovative
and virtual | technologies
space expected in 6G
networks that
can help DT
systems to
reach full
potential and
deliver the
high-level
performance.
A Digital Twin Network Approach | Yes, at the design stage, | Not considered The DT is considered | The presented 6G DT | Yes. The | The paper
for 6G Wireless Network | 6G  considers  deep to define the | network provides a | architecture is | describes the
Autonomy [23]. integration with Al. architecture. hierarchical cross-domain | based on | new DT
The network | architecture that combines | development network
requirements will | centralized and distributed | of an NDT. integrated with
become Al use cases, | architectures. the native
which will be satisfied intelligence
by calling various Al plane, the data
services of the plane and
network (including Al virtual-real
training, Al interaction.
verification, Al
reasoning and Al
data).
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Reference Built-in Al Optimized Integration with Al Decentralized/Federated Security Integration of
Functionalities Performance for Development Tools NDT
Al Workloads
DRL-Driven Digital Twin | Yes, an online and Al- | No, the paper | It was considered to | Not discussed in the | Yes. The | The paper
Function Virtualization for | based DT  resource | constructs a | define the | architecture architecture is | proposes a
Adaptive Service Response in | orchestration policy to | Markov decision | architecture. based on | software-
6G Networks [93]. optimize the quality of | process model to development defined NDT
services has been used | formulate the of an NDT. architecture
for the SDN. service response integrated with
problem in DTN. DT  function

virtualization.
The proposed
architecture is
service-aware
and provides

flexible DT
resource
management
approaches,
which can
adapt to the
varying
demand of 6G
services.
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3 SIMULATION FRAMEWORKS AND
SIMULATORS

Network simulators are crucial tools for evaluating and analysing the performance of networks,
protocols, and applications in lab environments. Software-based discrete-event network
simulators are widely used and offer a rich set of features for simulating various types of
wireless networks, protocols, and applications are widely used in academia, research
institutions, and industry for network protocol development and performance evaluation. This
also include network emulators, that focus specifically on emulating the network. Emulators
use real hardware or virtualized environments to replicate the behaviour of actual network
devices. This includes base stations, user equipment, and the interactions between them.
Unlike simulators, emulators execute real software and protocols, providing a highly realistic
testing environment. This is crucial for validating the performance of radio technologies, testing
signal processing algorithms, and ensuring interoperability with real-world devices.

The issues facing simulators include ease-of-use, scalability, realism, and accuracy in an
increasingly complex RAN environment with increasing number of technologies, antenna,
introduction of NTN, all of which need to be deployed and operated in a cost-effective manner.

3.1 Network simulator to support NDT

6G-TWIN aims to develop a digital replica of physical live RAN environments, including RF
propagation in a virtual environment for AI/ML model training and performance assurance
purposes. In particular, this will include generation of synthetic datasets that are typical of
traditional network simulators but will extend these with an ML model that can employ
reinforced learning methodologies that adapt and learn when deployed in live networks.

6G-TWIN targets to deliver an emulation-based DT blueprint, designed to replicate key
performance characteristics of a given RAN service on any given day. RF propagation models
will be combined with emulated virtual RAN and Core services and real-time monitoring
information, to learn as it goes with the innovate application of reinforcement. The resulting
platform will support management and configuration of continuous learning, as well as
continuous flow of realistic data for AI/ML model training.

A literature review has been performed on existing related works and with a special focus on
simulation frameworks that facilitate coupled simulators with communication. Our primary
objective is to meticulously examine the state-of-the-art in simulation frameworks and
simulators, particularly those that incorporate Hardware In the Loop (HIL), real-time system
simulation, federated simulation frameworks, and various forms of vehicular, robotic, and
Unmanned Aerial Vehicle (UAV) simulations. This exploration aims to understand the current
advancements and methodologies utilized within the domain from 2008 to 2023, with a special
emphasis on coupled frameworks that enable communication.

Our review was restricted to English-language articles that detail simulation frameworks, their
structure, the integration of different simulators, and the enablement of wireless
communications. This focus ensured we examined frameworks adept at simulating the
complexity and heterogeneity of real-world communication systems. The overall literature
review can be sub-divided into various small sub-groups: Real time, High Level Architecture
(HLA), Aerial vehicles, Robotic and Vehicular Simulators.

These intended sub-groups broadens our knowledge in existing simulation frameworks and
simulators to support a heterogeneously federated NDT simulation framework that intends to
simulate networks covering space, aerial, terrestrial and undersea. Furthermore, the
subdivision also intends to capture good existing practices used in literature to reduce
federation overhead, e.g. real-time simulators.
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3.2 Simulation taxonomy

In the realm of advanced simulation technologies, various types of simulators play a crucial
role in different fields, enhancing the development, testing, and optimization of complex
systems. Real-time simulators provide immediate feedback, vital for systems testing and
training. HLA based simulators enable interoperability and synchronization across diverse
simulation systems. Aerial vehicle simulators focus on the dynamics and communication
systems of UAVSs, supporting advancements in unmanned flight operations. Robotic simulators
are essential for developing and testing robotic systems, offering insights into a wide range of
applications beyond robotics. Lastly, vehicular simulators replicate the dynamics and
interactions of ground vehicles, facilitating the design and evaluation of traffic management
strategies and safety protocols. Each category brings unique benefits and specialized
applications, contributing significantly to their respective domains. The following subsections
will dive in each of the different types of simulators.

Real-time simulation refers to simulators that can execute a model at the same rate as actual
time (or near actual time), often used for systems testing and training where immediate
feedback is crucial. This includes HIL setups, where real components are tested within a
simulated environment, ensuring high fidelity in results. Additionally, some simulators can
perform faster than real-time, allowing for extensive testing over shorter periods, thus
accelerating development cycles and enabling efficient system analysis and optimization. The
Table 2 provides a list of literature that is related to real-time simulation:

Table 5. Real time simulators

Title

Bridging Worlds: Integrating
Hardware-in-the-Loop
Testing with Large-Scale
VANET Simulation [99].

Coupled components and purpose

This work integrates the components, Hardware-in-loop
Automotive Simulation Models (ASM), Ego vehicle interface
(EVI) and VANET simulator (Veins and SUMO). This work
demonstrates a possible way of using a discrete event
simulator (DES) for simulating real-time systems.

Taxonomy

Heterogeneous
federation of real
time systems

Demo Abstract: Integrating a
Driving Simulator with City-
Scale VANET Simulation for
the Development of Next
Generation ADAS Systems

Combining a VANET Simulator with a 3D Driving Simulator,
this study streamlines real-time ADAS simulation for next-
gen system development, enabling city-scale testing of
VANET applications with real user engagement.

Heterogeneous
federation of real
time systems

Direct Cellular Vehicle-to-All
(C-v2X) Applications [103].

[100].
Towards Real-Time | This demonstrates the hindrance of using discrete event | Real time
Interactive V2X Simulation | simulator for the simulation of real time systems and propose | System
[101]. a solution of only simulating ROI (region of interest) for this

purpose.
Accelerating the Simulation | This works shows that using multicore systems and | Real time
of Wireless Communication | performing isolated computation in the background the DES | System
Protocols using | can be tuned for performing real time simulation.
Asynchronous-Parallelism
[102].
INTEGRATION Large-Scale | This framework merges a network simulator, based on an | Integrated
Modelling Framework of | analytical model, with the INTEGRATION traffic simulator, | simulation

achieving two-way dynamic coupling at variable intervals.
This setup is designed for large-scale simulations, with the
analytical model replacing a standard network simulator and
variable intervals enhancing performance, enabling the
system to run faster than real time.

framework with
real time support
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This subgroup of tables categorizes the literature centred on co-simulation tools that draw
inspiration from High-Level Architecture. HLA serves as a standard for enabling disparate
simulation systems to interact and operate collectively. Studies within this subgroup detail the
adoption of HLA principles to achieve interoperability, synchronization, and a cohesive
simulation environment across various domains. The Table 3 captures the literatures that uses

HLA.
Table 6. Simulators with high level architecture
Title Coupled components and purpose Taxonomy
Realistic Simulation of V2X | The framework VSImRTI, drawing inspiration from HLA, | Heterogeneous
Communication  Scenarios | integrates with SUMO for traffic simulation, JIST/SWANS for | federation
[104] network modelling, and eWorld for environmental context,
creating a cohesive system for realistic V2X communication
simulation.
Extending the V2X simulation | VSIimRTI, coupled with OMNeT++ and CCMSim, provides a | Heterogeneous
environment VSImMRT! with | comprehensive simulation framework that addresses the | federation
advanced communication | communication domain across two federates: OMNeT++
models [105] simulates the higher layers of the communication stack,
while CCMSim handles the physical layer and radio channel.
This integration facilitates a detailed exploration and testing
of network protocols and signal transmission.
Coupled simulation of mobile | VSImRTI serves as the coupling mechanism in a simulation | Heterogeneous
cellular networks, road traffic | ensemble with SUMO for traffic modeling, OMNeT++ for | federation
and V2X applications using | cellular network simulation, and VSImRTI_App for V2X
traces [106] application simulation. The purpose is to create a trace-
based simulation environment capable of emulating cellular
network communication for V2X applications using real-
world data.
Extensible Co-Simulation | The integration of Carla, MOSAIC, and SUMO establishes | Heterogeneous
Framework for Supporting | an extensible co-simulation framework tailored for | federation
Cooperative Driving | autonomous vehicles (AV) and cooperative AV systems,
Automation Research [107] enhancing the testing and development of advanced
vehicular technologies.
A Large-Scale Traffic | The framework integrates MATSIim for traffic scenario | Heterogeneous
Scenario of Berlin for | calibration, MOSAIC for co-simulation facilitation, and | federation
Evaluating Smart Mobility | SUMO for execution, highlighting the transformational

Applications [108]

process essential for smart mobility application evaluations.

In this section, we review UAV simulation tools that encompass flight dynamics and
communication systems, essential for testing and advancing UAV operations in complex
simulated environments. The Table 4 captures the simulation tools for simulation of aerial

networks.
Table 7. Aerial vehicles simulators
Title Coupled components and purpose Taxonomy

Towards an Open Source | AirMobiSim, paired with OMNeT++ and SUMO, offers a | Heterogeneous
Fully Modular Multi | simulation framework for the integrated operation and | federation
Unmanned Aerial Vehicle | communication of road vehicles and UAVSs, tailored for smart
Simulation Framework [109]. | city applications. It presents a modular approach to study the

dynamics of UAVs, supporting an arbitrary number of both

aerial and road vehicles, while simulating their interactions

and wireless communications.
Demo: SkyRoute, a Fast and | "SkyRoute" incorporates a base station deployment | Integrated full-
Realistic UAV Cellular | database and the NS3 network simulator, focusing on using | stack simulation
Simulation Framework [110]. | ground base stations to provide high-speed wireless | framework

connectivity to UAVs. This simulation framework aims to
improve cellular network interactions with UAVs, ensuring
robust communication capabilities in various operational
scenarios.
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Evaluation of flying caching
servers in UAV-BS based
realistic Environment [113].
Evaluation of Beam steering
performance in
MultiuserMIMO UABS
networks[114].

UTSim: A framework and | UTSim, leveraging the Unity game engine, is a modular | Integrated
simulator for UAV air traffic | simulator crafted for the in-depth study of UAV air traffic | simulation
integration, control, and | integration, control, and communication within varied | framework
communication [111]. environments. Its design allows for extensive customization

and extension, enabling researchers to simulate a wide

range of UAV operations and scenarios. This flexibility

supports the exploration of critical UAV issues such as

sense and avoid mechanisms, communication protocols,

and navigation algorithms, making UTSim an invaluable tool

for advancing UAV traffic management research.
Performance Evaluation of | The Green Radio Access Network Design (GRAND) is a | Integrated
Direct-Link  Backhaul for | Java-based tool developed by the Waves research group to | simulation
UAV-Aided Emergency | reduce energy consumption in cellular wireless networks. | framework
Networks [112]. | Initially designed to evaluate 4G macro and micro-networks

with a focus on energy efficiency and human exposure, the
tool has evolved to include drone-aided networks, including
access and backhaul networks, human exposure-aware
aerial networks, UAVs using caching servers to reduce
backhaul usage, and UAV-aided networks for moving
ground users; as well as loT sensing for agricultural
scenarios.

This section explores robotic simulators, essential for developing and testing robotic systems.
Beyond their core use in robotics, these simulators also hint at broader applications, touching
on diverse fields. This versatility reflects the expanding role of simulation in technology and
interdisciplinary research. Table 5 captures the simulation tools for perform robot simulation or
that uses robotic simulators.

Title
RoboNetSim: An integrated
framework for multi-robot and
network simulation [115].

Table 8. Robotic simulators
Coupled components and purpose

The framework combines the ARGoS simulator, tailored for
swarm robotics, with NS2 and NS3 for a comprehensive
approach to simulating networked multi-robot systems. It's
particularly valuable for researching robotic tasks where
collaboration is key, contrasting with simulations focused on
individual robots. Simulating robotic elements (like sensors
and actuators) is performed in ARGoS and communication
components (including radio propagation and network
protocols) are simulated in NS2/NS3.

Taxonomy
Heterogeneous
Federation

An Integrated Architecture for

Combining SUMO for realistic traffic scenarios with
USARSIm, a robotics simulator that models autonomous
vehicles, sensors, and actuators, this architecture offers a
comprehensive environment for autonomous vehicle
research. USARSIm, leveraging a game engine, provides
immersive 3D animations of vehicles and their interactions
with the environment through advanced physics and
visualization modules. This integration ensures detailed
simulation of autonomous vehicle behaviour and their
sensor and actuator responses in dynamic traffic conditions.

Heterogeneous
Federation

Autonomous Vehicles
Simulation [116].
A Novel Simulation

Framework for the Design
and Testing of Advanced
Driver Assistance Systems
[117].

This simulation framework integrates CarMaker with Robot
Operating System (ROS)TI to create a platform for efficient
ADAS testing, leveraging CarMaker's driving dynamics and
ROS's middleware capabilities. It enables automated ADAS
testing in various real-world scenarios, reducing costs and
emphasizing the value of virtual test drives. The framework
also explores the impact of collective perception and V2X
communication on enhancing traffic safety and efficiency.

Heterogeneous
Federation
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This subsection focuses on vehicular simulators, with a particular emphasis on ground vehicle
simulation tools. These simulators are designed to replicate the dynamics, behaviours, and
interactions of vehicles within various environments, from urban streets to highways. Through
detailed modelling of vehicle mechanics, traffic patterns, and driver behaviours, these tools
play a critical role in the development, testing, and optimization of vehicle systems, traffic
management strategies, and safety protocols. Table 6 captures the literatures which facilitates
the simulation of ground vehicles.

Title

Table 9. Vehicular simulators

Control, Communication and
Traffic for Vehicle Platoons
[118].

Co-simulation Framework for

This co-simulation framework integrates SUMO, NS3, and
Matlab to tackle vehicle platooning challenges, merging
traffic, network simulations, and control algorithm
development. It allows for the consideration of network
congestion, traffic dynamics, and control strategies early in
the platooning design process. A case study within the
framework demonstrates its utility in assessing platoon
performance under various traffic conditions, supporting the
development, testing, and validation of platoon strategies.

Coupled components and purpose | Taxonomy

Heterogeneous
federation

An integrated simulation
environment for testing V2X
protocols and applications
[119].

A simulation framework that merges VISSIM for traffic
modelling, MATLAB for managing traffic applications, and
NS3 for simulating communication networks, focusing on
V2X technologies. This setup enables the testing and
analysis of V2X protocols and applications within a realistic
simulation framework, offering insights into the deployment
of V2X technologies in various scenarios. It highlights the
environment's capacity to model real-world traffic and
vehicle communication, supporting the development and
implementation of V2X technologies effectively.

Heterogeneous
federation

Simulation of
Applications with
iTETRIS system [120].

V2X
the

The paper highlights the iTETRIS system's capability to
simulate V2X applications, integrating SUMO for traffic
simulation, NS3 for communication, and iCS for application
control. This setup offers a holistic view of V2X technology
in urban environments, aiming not only to emulate V2X
application behaviour but also to explore traffic management
solutions facilitated by vehicular communication. This dual
focus supports the development of more efficient and
effective traffic strategies through the integration of
advanced vehicular communication systems.

Heterogeneous
federation

Co-simulation Platform for
Developing InfoRich Energy-
Efficient Connected and
Automated Vehicles [121].

The framework combines VIRES for environmental
simulation, InfoRich for integrating sensor, communication,
and map data, and Simulink for simulating vehicle dynamics
and powertrains, focusing on energy-efficient autonomous
driving systems. InfoRich serves as a platform for exploring
eco-autonomous driving technologies in connected and
automated vehicles, emphasizing the use of comprehensive
data to improve energy efficiency.

Heterogeneous
federation

Design of V2X runtime
emulation framework  for
evaluation of vehicle safety
applications [122].

The V2XREF framework integrates SUMO for traffic
simulation, a system controller, and QualNet for network
simulation, providing an efficient platform for evaluating
vehicle safety applications. Designed as a cost-effective
solution for entities lacking resources for physical test
environments, it couples network and traffic simulations to
emulate realistic road conditions. By adapting
communication stacks to IEEE 802.11p and WAVE
protocols, V2XREF enables comprehensive testing of
vehicular safety technologies in simulated scenarios.

Heterogeneous
federation
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5G System Level Simulator
[129].

Customized Co-Simulation | The paper introduces a customized co-simulation | Heterogeneous
Environment for Autonomous | environment that combines Carla, SUMO/VISSIM, | federation
Driving Algorithm | CarSim/MATLAB, Autoware, and ROS Bridge to support the
Development and Evaluation | development and evaluation of autonomous driving
[123]. algorithms. This integration aims to offer a realistic setting

for testing vehicle dynamics, traffic simulations, and sensor

fusion applications, contributing to the advancement of

autonomous driving technology.
Development of a Co- | The paper introduces a Co-Simulation Framework that | Heterogeneous
Simulation Framework for | synergizes a Simulation Controller, CarMaker, and VISSIM | federation
Systematic Generation of | to create scenarios for testing and validating automated
Scenarios for Testing and | driving systems. Leveraging calibrated traffic models based
Validation of Automated | on real-world Austrian test road data and integrating with
Driving Systems [124]. CarMaker, this framework facilitates the generation of

realistic scenarios, particularly focusing on the Highway

Chauffeur function. The aim is to support systematic,

controlled virtual testing of automated driving technologies.
Evaluation of CACC string | The article focuses on utilizing a combined simulation | Heterogeneous
stability using SUMO, | environment comprising OMNeT++/MiXiM, SUMO, and | federation
Simulink, and OMNeT++ | SIMULINK to assess the effects of packet loss rate and
[125]. beacon sending frequency, particularly in the context of

Cooperative Adaptive Cruise Control (CACC) string stability

for platoon vehicles. This setup allows for a detailed

evaluation of communication and behaviour dynamics within

vehicle platoons, emphasizing the critical role of network and

traffic simulations in understanding and improving platoon

vehicle stability and safety.
Artery-C: An. OMNeT++ | The Artery-C framework combines SImuLTE with Artery, | C-v2x simulation
Based Discrete Event | enriching SIimuLTE's user plane for evaluating cellular V2X | framework-
Simulation Framework for | applications. It introduces a dedicated sidelink interface that | Heterogeneous
Cellular V2X [126]. focuses on dynamic mode switching and incorporates | simulation

advanced 5G network features such as variable

numerologies. This setup is specifically designed for a

detailed performance analysis of cellular V2X applications.
Design and Implementation | The framework integrates MATLAB/Simulink with CarMaker | Heterogeneous
of a Co-Simulation | and VISSIM, establishing a co-simulation environment for | Federation
Framework for Testing of | evaluating Automated Driving Systems (ADS) in realistic
Automated Driving Systems | traffic conditions. Utilizing a Model-View-Controller (MVC)
[127]. design pattern, it effectively generates relevant scenarios to

enhance ADS testing approaches and strengthen safety

validation processes.
OpenCV2X Mode 4: A | The paper introduces "OpenC-V2X," the first open-source | Heterogeneous
Simulation  Extension for | simulation model for the 3GPP Release 14 C-V2X standard, | Federation
Cellular Vehicular | utilizing the Artery framework that integrates OMNeT++ and
Communication Networks | SUMO. This setup, enhanced by the Vanetza framework for
[128]. the ETSI ITS-G5 standard, provides a comprehensive tool

for simulating cellular vehicle-to-everything communications

alongside road traffic, facilitating advanced C-V2X research

and development.
Flexible multi-node | The Vienna 5G System Level Simulator, a standalone tool | Heterogeneous
simulation of cellular mobile | with a modular design, is introduced for simulating large- | network
communications: the Vienna | scale, multi-tier 5G cellular networks. It offers flexibility and | simulator

efficiency, allowing researchers to explore network
performance through detailed modelling of network
geometry, propagation models, and Monte-Carlo

simulations within an object-oriented MATLAB environment.
This simulator stands out for its comprehensive approach to
analysing 5G network dynamics and performance.

3.3 Simulation tools

In the dynamic landscape of network planning and optimization, simulation tools are essential
for both industrial and research applications. Industrial-focused tools, typically operating under
licensed software models, are designed to meet the rigorous demands of commercial
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deployment, ensuring efficient network design, deployment, and optimization. These tools
address real-world challenges such as coverage analysis, capacity planning, and KPI support.
On the other hand, research-focused tools, often open-source, facilitate detailed exploration
and innovation within academic and experimental settings. They enable comprehensive
modelling and simulation of network protocols and technologies, supporting the advancement
of new innovations in telecommunications. Together, these tools play a crucial role in the
continuous evolution of network technologies.

Most of the industrial-focused planning tools work under a licensed software model.

The ASSET suite is one of the most complete 5G network planners in the market, able to
validate several of the 5G business models. 5G New Radio (5G NR) modelling is provided by
enhanced propagation models, complex antenna arrays, comprehensive multi-technology 3D
coverage and capacity simulations, including human exposure analysis [130]. Similarly, the
Atoll 5G NR module offers operators a flexible and evolving framework for designing and
deploying 5G networks [131]. This wireless network design and optimisation software includes
multi-RAN modelling for 5G networks, including outdoor and mmWave propagation based on
ray tracing techniques. It is based on Monte Carlo simulations that offer accurate planning with
the capability of revising planning data based on measure campaigns. Capgemini Engineering
delivers a 5G planning solution which consists of several 5G tasks to create a continuous
optimisation framework for operators working in sub 6 GHz and mmWave bands aiming to
support the operators' KPlIs [132].

The Cell Designer tool [133] provides network modelling and coverage analysis for 5G and
other wireless technologies, using multi-vendor specific equipment modelling. On the other
hand, the Hamina tool provides a cloud-based robust network planner for WiFi, Private 5G and
Bluetooth Low Energy (BLE). The web-based technology provides fast network designs for
sub-6GHz networks with accurate 3D planning [134]. Hardware vendors like Huawei provide
a 5G network planner for its partner operators to solve 5G challenges such as precision
propagation models for urban and rural scenarios, accurate coverage prediction, automatic
site planning and planning for novel services [135]. iBwave design enterprise is a 3D network
design tool for Wi-Fi and small cell cellular private networks that can be merged with a detailed
site aesthetic to perform network design. It works mainly in indoor sub-6 GHz bands to predict
optimal node location placements [136].

Another tool is the LSTelecom planning tool, which can map existing sites and optimise
network operation with interference assessment, providing the maximum possible capacity of
already deployed and upgraded 5G networks [137]. The NetSim uses the 5G NR library to
simulate end-to-end across all layers of the 3GPP protocol stack. This tool is used for industry
and research. It can evaluate existing implementations and validate future extensions in
emulated scenarios, being the only industrial tool capable of simulating aerial networks [138].
The Terragraph project provides an open-source Link-Level network planning tool with
Software Defined Network (SDN) capabilities for a 60 GHz mesh network backbone for an
FWA use case. This software is intended to provide network planning for cloud-based network
real deployments with commercial-off-the-shelf (COST) equipment under the open-software
methodology, using either SDN or Software Defined Radio (SDR) for low-cost implementation
[139], [140].

The range of research tools is extensive and depends on the specific objectives the research
teams investigate. They can range from channel modelling to link-level simulators. Still, a
complete protocol stack simulator needs optimisation functions to reduce the complexity and
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provide accurate results. About 50 5G simulator tools are available in the literature, according
to [141]. The following is an overview of some of the most popular tools.

The 5G Air simulator is an open-source system-level tool that models key 5G NR elements
such as MaMIMO, extended multi-cast and broadcast, enhanced random access procedure,
and NB-loT, as well as support for performance analysis of reference 5G scenarios with
varying mobility, traffic load, and deployment configurations [142]. Similarly, the 5G K-Simsys,
an open-source software system-level simulator, evaluates the performance of 5G networks,
particularly the new improvements of 5G NR, such as beamforming in MaMIMO systems.
Several antenna configurations are implemented to evaluate the mmWave performance of the
3GPP Rel 16 standard [143]. CGA Simulation produced an online replica of Kensington,
Liverpool, utilising the 'digital twin' technology with 5G network planning tool. This tool enables
5G network planning to examine an area by visualising LoS 5G receivers and working around
constraints such as trees or tall buildings. It models the IEEE 802.11ad protocol working at 60
GHz to evaluate the network links' Packet Error Rate (PER) and compare them with test-bed
measurements, providing comparable results [144].

Discrete-event network simulators, such as OMNeT++ [145], [146], OPNET [147] or NS-3
[148], are some of the most popular simulation tools. While these are essentially generic
network simulators, specific modules such as 5GSim, LTESim, and Simu5G can simulate LTE
and 5G networks. These tools are packet-based and mimic substantial sections of the protocol
stack due to their event-driven nature. In terms of computational complexity, this makes
simulating vast networks with many network nodes prohibitively expensive. OMNeT++
includes the 4GSim, 5GSim and Simu5G modules to perform cellular network simulations
focused on the Radio Resource Allocation (RRA) procedures and data plane simulations in
4G and 5G networks. Similarly, the NS-3 network simulator with the 5G-LENA module aims to
solve real-world issues, including several 5G technologies such as hybrid beamforming,
vertical handover, V2X communications and Multi-Tier Heterogeneous Networks. Then,
OPNET simulates the physical, MAC and Link layer of the Open Systems Interconnection
(OSI) model, featuring comprehensive hardware models that consider resource allocation and
protocol testing for realistic Monte Carlo simulations.

The OpenAirinterface is a Network simulator that integrates the Core network with the RAN to
perform complex simulations that can support 3GPP Rel 8 and other improvements such as
5G NR and OpenRAN [149]. Finally, the Vienna 5G Simulator performs system-level
simulations abstracting the physical and MAC layers to model the complete protocol stack in
a simplistic object-oriented implementation. By doing this, the Vienna 5G simulator can
simulate thousands of 5G nodes in complex scenarios, including 3D Channel modelling,
MaMIMO and mmWaves [129], [150].

The 6G-TWIN project plans to use a set of tools provided by different partners and open
sources. The investigation or decision of these tools is still in early stages, however a quick
description of these are mentioned as follow.

TU Dresden, as WP3 (“Open and Secured Simulation Framework”) leader, will investigate the
use of the following simulation software with the simulation framework to be built in 6G-TWIN.
All the subsequently mentioned software is available as open-source software.

The simulation engine OMNeT++ [145], [146], [151] is a discrete event simulation engine
geared towards network simulation and forms the basis of many of the discussed models as
shown in Figure 6. SUMO [152] is a traffic simulation software that is a good fit for use case 1:
teleoperated driving. SUMO allows to simulate the mobility of vehicles with a variety of vehicle
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D1.1 Architecture and technical foundations (Initial)

and driver models, topology and behaviour constraints, platooning controllers, etc as depicted
in Figure 7. Carla [153] is an alternative used for research in autonomous driving. There are
similarities between Carla and SUMO, but in detail the simulation tools are different and
provide different functionalities. Such traffic simulation software is commonly used to simulate
(subsets of) ready-made mobility scenarios for traffic demand modelling. Examples of
established scenarios are the SUMO LUST Scenario [154] for unimodal mobility and the SUMO
MoST Scenario [155] for multimodal mobility.
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Figure 6. OMNeT++ INET [151]

Figure 7. SUMO Simulator [152].

Veins [156] combines SUMO and OMNeT++ to simulate cooperative driving, i.e., the mobility
and the network data exchange can modify each other’s behaviour during the simulation run.
Additionally, Veins contains models of network protocols typical for connected driving.
Similarly, Veins_Carla [157] connects Veins and Carla. The space_Veins [158] tool extends
Veins by introducing the simulation of satellites and the communication between vehicles and
satellites.

The INET [159] model suite is based on OMNeT++ and contains detailed simulation models
of many network protocols and standards, containing Ethernet, WLAN, TCP, IP etc. INET-GPL
[160] extends these models by more representations provided under the GPL license. Simu5G
[146] is based on OMNeT++ and INET and extends it by adding 5G network models.

The Unreal Engine [161] is a 3D graphics engine that is useful for visualization of simulated
scenarios. Management of simulations can be supported by containers and virtual machines,
as supported by Docker Desktop [162], Podman Desktop [163], or Oracle VM VirtualBox [164].
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Accelleran’s dRAX™ platform is a robust, cloud-native solution designed to facilitate the
deployment and management of O-RAN for 5G networks. This platform incorporates the
principles of cloud-native architecture, leveraging containerized microservices that ensure
flexibility, scalability, and efficiency. Each microservice operates independently, allowing for
asynchronous communication and seamless scaling across various deployment scenarios,
from small office environments to large-scale network infrastructures with features like multi-
node clustering and geo-redundancy.

The dRAX platform is fundamentally built on disaggregating key RAN control plane functions
into distinct service entities, such as the CU-CP, CU-UP, and the RIC. This disaggregation
supports modular and flexible network management, enabling operators to customize and
optimize network operations efficiently. The modularity of the dRAX components enhances
interoperability within a multi-vendor ecosystem, allowing operators to integrate and manage
components from different suppliers seamlessly.

Figure 8, presents the general components of the dRAX platform. At the top, the dRAX SMO
provides management and orchestration capabilities, integrating with the O1 and O2
interfaces. The SMO also hosts the Non-RT RIC, responsible for controlling RAN elements on
a timescale of seconds. At the bottom, the dRAX Near RT RIC is shown, featuring the E2
interfaces and proprietary brokers for the Y1 and Al interfaces. On the left, the x/rApp
applications and the SDK are depicted, enabling developers to create these applications.

As mentioned before, the dRAX RIC, provides a comprehensive platform for developing and
deploying xApps and rApps. These applications utilize real-time data and artificial intelligence
to enhance RAN intelligence and automation. The RIC facilitates the onboarding and lifecycle
management of these apps, which can perform a variety of tasks, from optimizing network
performance to managing resources dynamically. This capability allows network operators to
introduce new functionalities and services into their networks, significantly improving network
efficiency and user experience. In addition to its intelligent control capabilities, dRAX includes
advanced tools for service management and orchestration. These tools provide an intuitive
GUI and open APIs, making it easier to monitor, configure, and manage RAN elements. The
dynamic instantiation of RAN microservices is supported, ensuring that network resources are
utilized efficiently and effectively. This orchestration capability is further enhanced by the
platform’s integration with popular orchestration frameworks like Kubernetes, allowing for
precise control over network service deployment and management.

The dRAX platform also excels in its integration capabilities with various DUs and RUs from
Accelleran’s ecosystem partners. It supports different architectural splits, such as Split 7.2 and
Split 2, ensuring a modernized and interoperable deployment process. This flexibility allows
operators to tailor their network architecture to meet specific deployment needs, whether in
urban, suburban, or rural environments.

Other dRAX components include the platform’s dRAX Grafana component which provides
powerful visualization capabilities, allowing users to explore and monitor the dRAX system
easily. It is equipped with a Grafana dashboard that can be accessed via a web interface,
providing insights into system health, performance metrics, and other vital data. Additionally,
the dRAX API serves as the API gateway, offering easy integration and comprehensive
documentation of all exposed APIs. It supports services such as the O2 Service Orchestrator
for onboarding and lifecycle management, O1 for discovery and configuration, and O1 VES for
monitoring. The API endpoints are well-documented and accessible via a Swagger page,
ensuring developers have the necessary resources to integrate and utilize the platform
effectively.
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Figure 8. Accelleran dRAX Platform

Central to the platform is the dRAX Databus, a Kafka-based system that facilitates data
exchange between components. It acts as the internal R1, Al, and O1 interface and is also
exposed externally as the Y1 interface, allowing external systems to publish and subscribe to
data. This data exchange system supports real-time data streaming and integration, essential
for monitoring and managing network operations.

To support the integration of third-party systems and applications, dRAX offers detailed
documentation and example code. The dRAX Integration Guide provides step-by-step
instructions for connecting to the dRAX Databus, using the dRAX API, and configuring the
platform’s various components. It includes practical examples, such as using Python to query
Prometheus for RAM usage or setting up Kafka consumers to listen to dRAX Databus topics.

The Viavi RIC Test Tool, shown in Figure 9, provides a solid foundation for RAN Digital Twin
(RDT), as it enables comprehensive training and test capabilities for wireless networks,
covering various standards and protocols such as ORAN, 4G, and 5G. It emulates RAN
topologies in real-world network conditions and user scenarios, providing accurate insights into
network performance under different environments, user densities, and mobility patterns. This
enables developers to train AL/ML models, for Traffic Steering, Energy Savings, Admission
Control, and other Mobility Load Balancing (MLB) use-cases and this is uniquely positioned to
develop custom RDTSs to optimize operators’ networks and RAN spectrum. It achieves this by
creating and running millions of RAN simulations with KPIs generated per UE, per beam and
per Cell on a regular interval (e.g. 10ms, 1 second or thirty seconds). Such KPIs include PRB
Utilization, Throughput, RSRP,RSRQ and SINR.
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Hardware and software implementations will be conducted by deploying low (C-band) and high
frequencies (sub-THz) gNBs across various network topologies and user equipment locations
to gather real-channel state information and power consumption measurements. This data will
be used to transform RDT synthetic data into more realistic NDT models, followed by
developing management, control, and optimization algorithms for training and predicting
network performance. The NDT will incorporate the Viavi RIC Test using O1 and E2 interfaces
to generate real-time network configuration optimizations through rApp and xApp. An O-RAN-
based network, utilizing the Accelleran dRAX described in the previous section, will be
established to configure experimental scenarios, measure system performance, and generate
data sets. Simulated calls on the DT, based on live network configuration and call data, will
train the ML model and test inferences. The Viavi RIC-Test tool, which emulates the RAN
network and subscriber population, will provide a DT of real network configuration, subscriber
mobility, and traffic patterns. This tool will generate various RAN scenarios, train ML models
for power-control and energy-saving optimization, and measure cell energy and power
consumption against QoS objectives, supporting both short-term and long-term energy
savings.
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Figure 9. Viavi Solutions. a) Viavi Ric Tester architecture. b) Viavi RIC Tester GUI.
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4 FUNCTIONAL AND NON-FUNCTIONAL
REQUIREMENTS

As the telecommunications industry progresses towards the deployment of 6G networks, their
complexity and scale necessitate advanced management and optimization techniques. An
NDT, as a sophisticated virtual replica of the physical network, simulates, analyses, and
optimises network operations in real-time. Accurately modelling the network's topology,
behaviours, and environmental factors allows for advanced simulations and scenario testing.
real-time data integration and Al-driven analytics empower the DT to predict network
conditions, optimise resource allocation, and proactively address potential issues.

The integration of Al and machine learning is a game-changer for the DT's capabilities, making
zero-touch resource management a reality—a key feature of 6G networks. This automation
significantly reduces the need for human intervention, ensuring efficient and reliable network
operations. Moreover, the DT's support for network slicing, virtualization, and edge computing
reflects the flexible and distributed nature of 6G architecture.

Ultimately, NDT in 6G are not just tools but the key to achieving the network's goals of ultra-
high data rates, near-zero latency, and pervasive connectivity. They also ensure security,
privacy, and sustainability. By harnessing these advanced digital replicas, network operators
can drive innovation and maintain superior performance in the rapidly evolving landscape of
telecommunications.

In this mind, the development of 6G networks promises unprecedented technological
advances in connectivity, speed, and integration. To fully harness these capabilities, in 6G-
TWIN, we will create an NDT, which emerges as a critical tool. The NDT will be a virtual replica
of the physical network and will simulate, predict, and analyse the network's performance and
behaviour. Our work focuses on four fundamental concepts within the realm of NDT for 6G:

e Data Collection: Data collection (DC) is not just a foundational process but a continuous
and urgent one in creating a digital network twin for the 6G-TWIN project. The process
connects and gathers information from the physical network to feed into the DT. In the
context of 6G-TWIN, data collection is not just a task but a mission that must be
continuous, comprehensive, and real-time to capture the network's dynamic nature. The
requirements are not just guidelines but the key to enabling a scalable and distributed
data exposure and collection framework, empowering effective monitoring of the physical
network infrastructure.

e Zero-touch Management: Zero-touch management (ZSM) is not just a term but a
concept that holds the potential to revolutionise network operations. It refers to the
automation of network operations with minimal human intervention. In the 6G-TWIN's
NDT, zero-touch management is not just a feature but a game-changer that will enable
end-to-end automation while focusing on privacy and controlled access. Moreover, the
zero-touch network management and control requirements are not just rules but the
stepping stones to allow Al-based NF and NS to control domain-specific resources,
paving the way for a more efficient and secure network.

e Federated MANO: In 6G-TWIN, federated MANO (FMANO) refers to the decentralised
approach to managing and orchestrating network functions across diverse
infrastructures and domains. The requirements shall guide the federated management
and orchestration of Al-based NF and NS that perform their lifecycle management and
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provide mechanisms to guarantee end-to-end convergence (e.g., coordinate decisions,
solve conflicts, share knowledge).

e Simulation Frameworks: The simulation framework will be a crucial component for the
NDT, connecting the tools necessary to model, analyse, and predict network behaviour.
Overall, the requirements shall point to an open and secure NDT modelling, simulation,
and management framework to build and effectively use NDTs to support what-if analysis
and the creation of Al-based functionalities.

In Section 4.5, we outline the high-level system architecture for integrating all the necessary
components. The interplay between the different components creates a scalable, robust and
fault-tolerant ecosystem for the 6G-TWIN NDT. As seen, the NDT plays a pivotal role in
enhancing network performance, reliability, and efficiency. It highly relies on data collection,
gathering and processing, to feed all of the other components and allow the NDT to react and
enable Al-based NF/NS to work. The Federated MANO layer bootstraps the interaction
between all of the infrastructures and domains, while creating standard ways to seamlessly
integrate all of the underlying services without compromising security. The integration of the
different layers creates the backbone of 6G-TWIN.

During this chapter, we describe all the components in detail.

The development and implementation of data collection systems in the upcoming 6G networks
are critical as we transition toward a service-based architecture. To develop a high-fidelity
NDT, a comprehensive data strategy is essential. This involves collecting a balanced set of
data from the physical network, ensuring both quality and quantity are maintained to avoid
unnecessary redundancies and minimize communication overhead and storage use. The data
collection must align with existing standardized interfaces along all network domains, including
the O-RAN E2 interface, which include different service models under the E2 Service Model
(E2SM) and E2 Application Protocol (E2AP) protocols. A reliable data management framework
is crucial for maintaining the long-term stability and adaptability of the NDT within the network
environment. This framework should encompass the entire lifecycle of data, from collection
and storage to maintenance and retrieval. Optimal data management involves automation and
incorporates essential features like security, accurate record-keeping, traceability, and data
integrity while being supported by MLOps. These elements ensure the proper handling of
sensitive network data while maintaining accuracy, completeness, and consistency, thereby
supporting the robust functioning of the NDT [34], [165], [166], [167], [168].

In the context of 6G, data collection becomes even more sophisticated and integral. The RAN
telemetry framework within 6G networks is designed to capture extensive data from various
network elements, including RUs, DUs, and CUs. This data is crucial for creating accurate
digital representations of the physical RAN. However, the same procedure is valid for all the
network domains, e.g., UE and CN. These digital twins enable seamless interaction between
the physical and virtual environments, thus supporting various use cases such as network
optimization, energy saving, and enhanced user experiences. Moreover, the integration of
AI/ML with DTs in 6G networks enhances their capability to manage and optimize network
operations dynamically. AI/ML models require substantial amounts of data to function
effectively, which can be initially supplemented by data generated from DTs or network
emulators. This creates a continuous cycle of data exchange where the digital twin supplies
data to train Al/ML models, which then optimize network configurations. These configurations
are applied to the real network, and the resulting performance data is fed back into the digital
twin to further refine the models.
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One way to manage the integral data collection is the telemetry framework, which is developed
to facilitate data communications across various segments of the radio network within the
context of O-RAN. Given the dual nature of O-RAN deployment, it addresses the needs of both
fully standardized O-RAN implementations and those with proprietary or partially standardized
components. In fully standardized O-RAN setups, products adhere strictly to established
protocols and interfaces. However, many companies still maintain some closed or proprietary
implementations, resulting in Radio Units (RUs), Distributed Units (DUs), and Central Units
(CUs), that are not fully compliant with O-RAN standards. The telemetry framework, hence,
serves as a crucial intermediary in this heterogeneous environment. Its primary purpose is to
manage, translate, and convey data metrics and control information within the RAN. This
ensures seamless communication and coordination between the non-standardized radio
components and the control entities such as the RIC.

In the context of 6G-TWIN, the data collection framework should be able to support the
following Functional requirements (Table 10) and Non-Functional requirements (Table 11),
that are specified in T1.2 and D1.2.

Table 10. Functional requirements regarding data collection

ID Requirements
FR.DC.01

The data collection framework shall allow a seamless integration of capabilities and data sources
across multiple data domains, extending the service-based architecture model to the Cloud-to-
Far-Edge continuum.

FR.DC.02 | The data collection framework shall provide a distributed model for sharing and storing data,
regulated by access policies, stored across multiple locations to enhance fault tolerance, improve
data access speeds, and ensure scalability.

FR.DC.03 | The data collection framework shall enforce robust access policies to control who can access the
data, ensuring privacy and security.

FR.DC.04 | The data collection framework shall support for multiple communication protocols to ensure that
the design of the NDT is able to support legacy integration where many existing devices and
systems operate on older protocols.

FR.DC.05 The data collection framework shall provide mechanism to harmonized data formats and
standards to maintain consistency and accuracy, reducing the likelihood of errors and
misinterpretations when data is exchanged across different parts of the network.

FR.DC.06 | The data collection framework shall provide mechanism to ensure integration of data from various
sources.

FR.DC.07 The data collection framework shall provide the mechanism to ensure a more efficient data
processing, analysis, and utilization across different applications and services.

Table 11. Non-Functional requirements regarding Data Collection
ID Requirements

NFR.DC.01 | 6G-TWIN KPI1.4: Guarantee security both during data collection and against malicious attacks,
while ensuring a performance penalty of at most 10% in terms of metrics such as network
latency and computation speed.

NFR.DC.02 | The data collection framework must be able to handle data generated by a set of heterogenous

connected devices, including sensors, |0T devices, user equipment, and network infrastructure
(interoperability).

NFR.DC.03 | The data collection framework should be able to process and analyse data in real-time to support
dynamic and responsive network operations (performance).

NFR.DC.04 | The data collection framework should be compatible with various devices and technologies to
facilitate seamless data collection and integration (interoperability)

NFR.DC.05 | Strong security measures to protect data from unauthorized access, breaches, and other cyber
threats (security and privacy)

NFR.DC.06 | The data collection framework should ensure minimal delay in data transmission and access to
support applications that require real-time data (performance)

NFR.DC.07 | The data collection framework should comprise open interfaces so interoperability, cost efficiency
and flexibility are achieved (Interoperability)

NFR.DC.08 | The data collection framework should utilize system resources (CPU, memory, and network
bandwidth) efficiently to minimize overhead and ensure optimal performance. (Efficiency)
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An extended information about data collection and data management can be found in
deliverable D2.1.

4.2 Zero-touch management

Taking into account the works in T1.3, the 6G-TWIN Zero-Touch Management services will
significantly impact traditional control layers into a closed-loop control one. Such services are
powered by the NDT Al-based functions that will automate network management and
infrastructure control on the heterogeneous deployments we will find. The core objectives of
scoping out the functional and non-functional requirements for the Zero-Touch Network and
Services Management (ZSM) are inspired by the need to manage and control multiple time
scales and cross-domain services while reducing human intervention to minimise errors.

According to ETSI, the functional requirements of such a solution shall focus on three core
areas:

e Data concerning collection, generation, and processing.
e AI/ML based functions.
e Automation and continuous integration and deployment.

e The non-functional requirements, still according to ETSI, shall be focused on (1)
Performance, (2) Scalability, and (3) Security and Privacy. With this in mind, we will
unfold the different specific functional and non-functional requirements for the NDT in
the context of 6G-TWIN.

In the context of 6G-TWIN, the ZSM service component will focus on the following
requirements (Table 12 and Table 13), which task description is specified in T1.3 and D1.3 will
present its results:

Table 12. Functional requirements regarding ZSM
ID Requirements

FR.ZSM.01 | The ZSM shall allow for the implementation of a fully automated network management system
where the different data points can be integrated.

FR.ZSM.02 | The ZSM shall allow for the autonomous and automatic monitoring of the real-time status of the
NDT.

FR.ZSM.03 | The ZSM shall enable the management and orchestration of network resources to allow the Al
functions on the NDT to optimise and dynamically allocate network resources.

FR.ZSM.04 | The ZSM service shall have standard APIs to ensure the minimum interoperability requirements
between the new and existing services.

FR.ZSM.05 | The ZSM service must enable the integration of Al-based Network Functions (NF) and Network
Services (NS), following the best practices for CI/CD and automation while promoting the correct
deployment and placement of the workloads.

FR.ZSM.05 | The ZSM service should support programmable interfaces that Al-based functions and the NDT
ecosystem of apps can control.

FR.ZSM.06 | The ZSM system must be able to protect its APIs and resources with the necessary authorization
tokens. All the Al-powered functions shall communicate with the ZSM service in a secure and
authorised manner to enable security, auditing, and reliability across the network.

FR.ZSM.07 | The ZSM system must be able to protect its APIs and resources with the necessary authorization
tokens. All of the Al-powered functions shall communicate with the ZSM service in a secure and
authorised manner to enable security, auditing, and reliability across the network.

FR.ZSM.08 | The ZSM service shall allow itself to be discovered in the network. Because of its appearance on
the network, it shall be able to register itself on a common control plane (e.g., the NDT control
plane).
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Table 13. Non-Functional requirements regarding ZSM
ID Requirements

NFR.ZSM.01 | 6G-TWIN KPI1.1 Provide a federated and Al-native network reference architecture that
integrates multiple NDTs for real-time data analytics and decision-making across at least three
network domains.

NFR.ZSM.02 | 6G-TWIN KPI2.5 Support the integration of Network planning & what-if analysis, Network
management and control, Network traffic analysis operations.

NFR.ZSM.03 | The ZSM service shall be able to handle complex networks across multiple domains and time
scales (scalability).

NFR.ZSM.04 | The ZSM service shall be able to handle failures and have failover mechanisms (reliability)

NFR.ZSM.05 | The ZSM service shall be able to ensure low latency and be able to handle Al-based workloads
(performance)

NFR.ZSM.06 | The ZSM service shall adhere to the NDT requirements around security and privacy to enable a
compliant environment and network (Security and privacy).

NFR.ZSM.07 | All of the ZSM APIs and interfaces shall be interoperable and standard (Interoperability)

NFR.ZSM.08 | The ZSM service shall have an energy-aware mode. (Efficiency)

NFR.ZSM.09 | The ZSM service shall be able to be adapted and maintained by the NDT Al-based functions
and the DevOps tooling (Adaptability and Maintainability)

4.3 Federated MANO

Under the guidance of 6G-TWIN’s T1.4, we need to scope out the requirements to design and
implement a federated MANO framework that would support the Al-based NF/NS in the context
of 6G-TWIN. The federated MANO framework will be responsible for enabling a decentralised
approach to the M&O of the network, its services and functions. And since we are on the
federation, the concept expands beyond a single network onto a federation of several networks
and, therefore, several more M&O points. Additionally, the requirements and ways of working
shall adhere to the best practices of the cloud-native community.

Designing such a framework requires that all underlying systems are interconnected and
interoperable and understand each other. Also, the framework shall be able to deploy and
orchestrate workloads that will run on the network and processing units on this network, which
essentially entails a specific set of requirements that scope this component to not only be an
orchestrator but also have tight integrations with source control systems to allow for the
automatic integration and deployment of new apps and services. Below, we outline the
requirements for such a solution (Table 14 and Table 15), which task description is specified
in T1.4 and D1.3 will present its results

Table 14. Functional requirements regarding F-MANO
ID Requirements

FR.FMANO.O1 The F-MANO shall support, when necessary and possible, intelligent strategies for life cycle
management of Al-based NF/NS in cross-domain and multi-time scale distributed networks.
FR. FMANO.02 | The F-MANO framework shall be able to remotely manage, deploy and orchestrate the
workloads that contain the Al-based algorithms across the network it operates.

FR. FMANO.03 | The F-MANO framework shall provide a standardised way of storing and retrieving Al models
in an MLOps-oriented manner.

FR. FMANO.04 | The F-MANO Framework shall allow for an automated way of updating the Al models in real-
time as soon as a new version is available.

FR. FMANO.O5 | The F-MANO shall expose a comprehensive and standardised API for the other services in
the 6G-TWIN ecosystem to communicate.

FR. FMANO.06 The F-MANO shall provide mechanisms such as coordination, conflict detection and
resolution, and knowledge sharing between Al-based NF/NS in cross-domain and multi-time
scale distributed networks without losing privacy of the data.

FR. FMANO.07 | The F-MANO framework shall support the allocation of Al-based NF/NS in cross-domain and
multi-time scale distributed networks.
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Table 15. Non-Functional requirements regarding F-MANO
|D) Requirements

integrates multiple NDTs for real-time data analytics and decision-making across at least
three network domains.

NFR.

FMANO.02 6G-TWIN KPI1.3: Provide at least three Al-based NF/NS for data analytics or/and
decision-making to optimise network performance per use case.

NFR.

FMANO.03 The F-MANO shall support simultaneously network elements and digital twin instances
across multiple network domains (scalability).

NFR. FMANO.04 The F-MANO should efficiently scale Al model training and inference as network
demands increase (scalability).

NFR. FMANO.05 The F-MANO shall ensure low-latency operations for management, orchestration, and
real-time decision-making (performance)

NFR. FMANO.06 The F-MANO should seamlessly integrate with various Al models, network elements, and
third-party systems (Interoperability).

NFR. FMANO.07 The F-MANO should optimize energy consumption, especially when managing large

scale Al workloads and digital twin instances (Efficiency).

NFR.

FMANO.08 The F-MANO should comply with relevant industry standards and regulations.
(Adaptability and Maintainability)

NFR.FMANO.09 The F-MANO framework shall be able to maintain the running state of the services in the

other components of the NDT based on GitOps, DevOps and MLOps guidelines.

NFR.FMANO.10 The F-MANO shall follow a cloud-native approach and architecture to manage the

lifecycle of the workloads better.

For the Federated MANO Framework, several implementation considerations should be
mapped out, as follows.

The Federated aspect of the solution entails several data privacy and security concerns.
In this sense, the F-MANO framework shall assume that the nodes it's managing will
have storage and processing capabilities and will only share the necessary data across
the network. The nodes should be in charge of data security at rest.

The F-MANO Framework also assumes that the Data Collection Framework will be
responsible for the anonymisation and protection of data in transit.

The F-MANO Framework requires that the nodes comply with a standard set of
underlying tooling to be orchestrated. The ZSM services shall bootstrap such tooling in
the edge nodes or any other nodes.

The F-MANO Framework shall follow a cloud-native approach and architecture to
manage the lifecycle of the workloads better.

The F-MANO Framework shall adhere to the MLOps best practices regarding the
deployment, storage, training, and monitoring of Al models.

4.4 Simulation framework

The simulation framework is developed for combining different 6G network simulation models
realized in different simulation tools. Therefore, the simulation framework must make sure that
the interaction between the different simulators works as intended. This requires specifications
of the communication between the simulation framework and the simulators as well as the data
exchange between the simulators, if this is done directly.

Furthermore, the simulation framework is configured by the "closed-loop optimization
framework" to test and optimize different parametrizations of a combined model. For this
purpose, also the communication between the simulation framework and the closed-loop
optimization framework must be specified.
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Closed-loop optimization framework
(zero-touch MANO)

Simulation framework

Machine generated configuration Machine understandable simulation results

Interface layer Model repository

Orchestration layer

Basic simulation Basic simulation Basic simulation
model 1 model 3 model 4

Functional simulation Functional simulation RERSHERS e

model 1 (Al) model 2 (analytic) (pr:l;d;:i:ﬁc)

Figure 10. Logical view of the interaction of the simulation framework with other components

All of that has the additional challenge that different simulation models and the closed-loop
optimization framework might be executed on different computers in different places in Europe
or the earth. So, besides the logical communication between the models, also secure
communication between the physical platforms of the combined simulation must be realized.
All these tasks result in requirements.

Server 1

Closed-loop optimization framework
(zero-touch MANO)

Simulation Model repository
framework

Server 4

Simulation model 1 Simulation model 2 Simulation model 3 Simulation model 4

Figure 11. Example of distributed simulation setup

First, what the simulation framework requires from the components that it uses is specified
described in Table 16.

Table 16. Functional Requirements regarding components that are used by the simulation framework
Used Requirements Further
Component specified in

task/deliverabl

e
FR.SF.01-05 | Simulators (1) specifications of the communication protocols between | Task 3.1
the simulation framework and the simulators that are | D3.1
coordinated by the simulation framework

(2) specification of data structures used for communication
between the simulation framework and the simulators

(3) semantic description of the data structures that are
relevant for simulation setup and computation of metrics

(4) time management service for synchronizing the
simulators for reaching high efficiency without violating
dependencies between the simulators

(5) specification of exception handling
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FR.SF.06 Basic models | implementation of basic models as available in common | Task 2.2, task
simulators, or custom-built compatible to them 3.1
D2.2, D3.1
FR.SF.07 Functional implementation of functional models as available in common | Task 2.3, task
models simulators, or custom-built compatible to them 3.1
D2.3, D3.1
FR.SF.08-13 | Model (8) machine-readable description of available models Task 3.1
repository (9) functionalities for selecting appropriate models according | D3.1

to a machine-readable specification of simulation goals
(10) functionalities to deploy (instantiate) models

(11) functionalities to parameterize, start and stop model
instances

(12) functionalities to gather metrics from deployed models
(13) machine-readable description of computing and storage
requirements

The simulation framework is used by other components, primarily by the closed-loop
optimization framework. Also in that direction, there are functional (Table 17 and Table 18) and
non-functional requirements (Table 19).

Table 17. Functional requirements regarding components that use the simulation framework
Requirements

Component
that uses
simulation
framework

FR.SF.14-16 | Closed-loop | (14) specification of the protocol between the closed-loop | Task 1.3, task
optimization framework and the simulation platform 1.4, task 2.4,
framework (15) semantic description of the parametrization information | task 3.1
which does | that is transferred from the closed-loop framework to the
zero-touch simulation platform ("Machine-Generated Configuration") D1.3, D3.1
MANO (16) semantic description of the metrics that are transferred

from the simulation platform to the closed-loop framework
("Machine-Understandable Simulation Results")

Further
specified in
task/deliverable

The simulation framework also contains two internal layers, the interface layer and the
orchestration layer, see Figure 10. These internals don’t have to be known by the external
components (simulators and closed-loop framework), but specifications about their
functionalities are required to develop them together and to make them replaceable.

Table 18. Functional requirements of the internal layers of the simulation framework
1D Layer Requirements

FR.SF.17-18 Interface (17) abstract specification of the subdivision procedure of configurations, in
layer order to be used by the closed-loop framework
(18) abstract specification of the result collection procedure
FR.SF.19 - 21 | Orchestration | (19) specification of the time management service for synchronization of
layer simulators, providing synchronous, asynchronous, and perhaps speculative

mode

(20) specification of an event distribution service for simulators that are not
directly coupled

(21) specification of a global state repository for coupling heterogeneous
simulators

Finally, besides the interaction with other components, also the simulation framework itself
must fulfil specific functional and non-functional requirements, mainly fitting to the KPIs from
section 2.2.4.

Table 19. Non-Functional Requirements of the simulation framework itself
Requirement

Further
specified in
task/deliverable
Task 3.1

D3.1

NFR.SF.1 KPI3.1: abstract interface (for platform-independent solution that allows

the integration of new frameworks)
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NFR.SF.2 KPI3.2: federation overhead of no more than 15% for moderately complex | Task 3.4
simulations (and less for complex ones) D3.2
NFR.SF.3 KPI13.3: federation interface is available for at least two programming | Task 3.1
languages (one compiled, one interpreted) D3.1
NFR.SF.4 KPI3.4: reference implementation of the federation interface as Open- | Task 3.1
Source software D3.1
NFR.SF.5 Parametrization of simulations Task 3.1, task
5.1
D5.1, D3.1
NFR.SF.6 Output of metrics Task 3.1, task
5.1
D5.1, D3.1
NFR.SF.7 Secure communication between components Task 3.2
D3.2
NFR.SF.8 Verification and validation Task 3.3, task
3.4, task 4.2,
task 4.3, task 4.4
D4.2, D3.1

In conclusion, the specification of protocols and data structures are the most essential tasks
for the collaboration of simulation tools via the simulation framework developed in 6G-TWIN.
Regarding the reference implementation, a small federation overhead and openness via
different programming languages and open-source software is necessary.

4.5 Requirements considerations

In 6G networks, self-healing, self-optimising, and self-organising capabilities are essential for
managing complexity and enhancing performance. Self-healing networks automatically detect,
diagnose, and recover from failures without human intervention, ensuring continuous service
through automated fault detection, root cause analysis, and dynamic rerouting. Self-optimising
networks dynamically adjust parameters and configurations to optimise performance and
efficiency, using real-time performance monitoring and Al-driven optimization to manage
resources and enhance user experience. Self-organising networks autonomously configure,
manage, and optimise operations, reducing the need for manual intervention by enabling
automatic configuration of new elements, continuous self-optimization, and dynamic topology
management. These capabilities rely on integrating Al and ML for predictive analytics and
autonomous decision-making, distributed intelligence for localised processing, and advanced
automation frameworks. The benefits include enhanced reliability, improved performance, cost
efficiency, and scalability, making these features fundamental to the vision of 6G networks.

Morphing traditional network simulators into RAN Digital Twin components, requires the
following items:

e Orchestration: Have a working Digital Twin CI/CD configuration that automates test and
delivery of Al based applications.

e Dataingestion: Conversion of network data via a wide range of interfaces (EMS, SNMP,
E2, O1 etc) into InfluxDB and/or Kafka

e Data lake design/spec: Based around applications such as KubeFlow , having a
homogeneous access to heterogeneous data sources

e RAN Models infrastructure (train & run): KubeFlow framework.
¢ RAN Simulation based on VIAVI RAN Scenario Generator
e RIC Twin, RIC Platform or Similar

Co-funded b Funded by the European Union. Views and opinions expressed are however those of the author(s) only and
y . do not necessarily reflect those of the European Union or Smart Networks and Services Joint Undertaking.
the European Union Neither the European Union nor the granting authority can be held responsible for them.



56

D1.1 Architecture and technical foundations (Initial)

The requirements that we’ve pointed out during this chapter will aid in the development of the
use cases. In other words, these requirements are the baseline for any of the use cases and
shall depict the core functionalities of a 6G-enabled NDT or app.
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5 REFERENCE USE CASES AND KPIS

In this chapter, we will delve into the essential use cases and the KPIs that are pivotal to the
6G-TWIN project. We will begin by discussing the foundational KVs and KVIs within the context
of European projects, highlighting how these elements guide the strategic objectives and
actions of the 6G-TWIN initiative. The relationship between KVs and KVIs will be explored to
demonstrate how abstract values are translated into measurable outcomes, ensuring
alignment with broader societal goals such as sustainability, inclusiveness, and innovation.

Following this, we will present the KPI family and specific KPIs relevant to the 6G-TWIN project.
This section will detail the methodology used to derive these KPIs, ensuring they are aligned
with the project's objectives. Additionally, these will be mapped into the two primary use cases
that the project will implement: teleoperated driving and energy savings in dense deployments.
Each use case will be described in detail, outlining the expected functionalities, technical
requirements, and the specific KPIs that will be used to measure success. These use cases
will demonstrate the practical applications of the 6G-TWIN architecture and its potential to
enhance network performance and efficiency in real-world scenarios.

5.1 KVis and KPIs Within European Projects

Key Values are fundamental principles or standards that guide the strategic objectives and
actions of organizations and projects. These values often originate from broader societal goals
established by international bodies such as the UN and the ITU. For instance, the UN promotes
values such as sustainability, human rights, and social equity, which are crucial for ensuring
inclusive and equitable development. The UN’s 17 Sustainable Development Goals (SDGs)
provide a comprehensive blueprint for global development, addressing issues such as poverty,
hunger, health, education, and climate change as shown in Figure 12. Each SDG encapsulates
specific targets and indicators that align with broader KVs, thereby ensuring a holistic approach
to development [169].

The ITU focuses on universal connectivity, innovation, and cybersecurity, aiming to bridge the
digital divide and foster a secure and innovative technological environment. These efforts are
directly aligned with several SDGs, including Goal 9 (Industry, Innovation, and Infrastructure)
and Goal 17 (Partnerships for the Goals), which emphasize the importance of technological
advancement and global cooperation. By promoting these values, the ITU contributes to
building resilient infrastructure, promoting inclusive and sustainable industrialization, and
fostering innovation.
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Figure 12. UN 17 Sustainable Development Goals to map KVs [169]
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The relationship between KVs and KVIs is intrinsic and critical for translating abstract values
into measurable outcomes. KVs provide the foundational principles, while KVIs are the specific
metrics used to assess the extent to which these values are being upheld. For example, the
KV of sustainability can be translated into KVIs such as carbon footprint reduction and energy
efficiency. These indicators allow organizations to measure their progress toward achieving
sustainability goals in a tangible manner, aligning with SDGs like Goal 7 (Affordable and Clean
Energy) and Goal 13 (Climate Action).

Furthermore, KVs help align the objectives of various stakeholders by providing a common
framework of values that everyone agrees to uphold. This alignment is crucial in large-scale
projects like 6G-TWIN, where multiple stakeholders may have differing priorities. By
establishing clear KVs, organizations can ensure that their actions are consistently aimed at
achieving shared societal goals. The KVIs, in turn, provide a way to measure and demonstrate
this alignment, ensuring accountability and continuous improvement.

In the context of 6G-TWIN, KVs such as innovation, inclusiveness, and environmental
sustainability are paramount. These values guide the project's overarching goals and inform
the development of specific initiatives and strategies. By relating these values to measurable
KVIls, the project can effectively monitor its impact and ensure that it is contributing positively
to broader societal objectives. This approach not only enhances the project's credibility but
also ensures that it delivers meaningful and sustainable outcomes.

Hence, to correctly identify the KVs/KVIs that perfectly suit the 6G-TWIN use cases, we first
review the KV/KVI methodology derivation for some 2nd call Stream B/Stream D SNS-JU
projects. KVI values are generally dressed for specific use cases. Then, we summarize in
Table 20 some examples of use cases for different Stream B/D projects that are representative
of the different classes of applications (verticals) targeted by the 6G networks. Each use case
in Table 20 is referred by its Ucl (Use case ldentification) that follows the following format
“SNS_UCXx.y”, where x is the project reference in Table 20 and v is the use case number for a
given project [170].

Table 20. SNS JU Stream B/ D projects use case examples aligned with verticals
Project Name Vertical Use case name Use case
Identification

(Ucl)

Project

reference

DETERMINISTIC6 Industry 4.0 Exoskeleton in the Industrial | SNS_UC1.1
G [171], [172] Context
Agriculture and | Mobile  Automation: Smart | SNS_UC1.2
forestry Farming
2 HEXA-X-II [13], | Industry4.0 Cooperating Mobile Robots SNS_UuC 2.1
[173]
3 FIDAL [174], [175] Media DT for first responders SNS_UC3.1
PPDR City security incident SNS_UC3.2
4 TrialsNet [176], | Transport and | Smart Traffic Management SNS_UC4.1
[177], [178], [179] logistics
eHealth Smart Ambulance SNS_UC4.2
Culture, Education | Service Robots for enhanced | SNS _UCA4.3
Entertainment passengers’ experience
5 6GTandem [180] eHealth Mixed Reality Surgery SNS_UC5.1
Industry4.0 DT in industrial environment SNS_UC5.2
Transport and | Crowd scenarios in public | SNS_UC5.3
logistics transportation

In Table 21, we briefly describe the KV/KVI mapping methodology used by for some projects
use cases. For instance, for projects like DETERMINISTIC6G [172] or FIDAL [175], the
process begins by KV categorizing in the three high level categories (social, economic and
environmental). Then, key value criteria/goals are explicitly defined in each category. KV
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indicators are then defined for each use-case and can be expressed or not with a quantitative
value as a target or with potential KPIs as a metric [181]. For projects like HEXA-X-II, the
deliverable D2.1 [173] details for each use case the sustainability analysis that defines the Key
values as footprints (costs) and handprints (benefits). To assess the technical and the
sustainability performance of the 6G systems, a PoC (Proof of Concept) analysis [173] is
undertaken for the different use cases and KVIs (like trustworthiness) are derived. KVIs can
be evaluated quantitively through common KPI performance parameters (like latency) or
gualitatively using proper socio-economic paradigms (like resilience).

The 6G SNS Test, Measurement, and Validation (TMV) of KPIs Working Group (WG) [182] is
one of the three Smart Networks and Services Joint Undertaking (SNS JU) WGs that aims to
formalize KPI/KVI concepts and their generalization to the greatest number of projects. As
KVls, KPIs rather focus on the technical performance of a given system/architecture and are
generally expressed as quantitative target values. In the context of 6G mobile networks and
depending on the abstraction layer for which the performance are derived, KPIs can either be
the user plane latency or the packet loss rate for example. To facilitate the categorization of
KPI values, the TMV WG proposes to regroup KPI values into KPI families as shown in Table
13 to allow the SNS JU European projects to easily pick the performance indicators among
the list proposed in Figure 13 and also to harmonize these parameters among the different
projects hence rendering a prospective comparison between the different projects
performance possible.

Thus, the TMV WG defines the information to be collected by the research projects, related to
the KPIs definitions, target values, as well as information relevant to the context of these
definitions.

In accordance with the reference KPI families identified in Figure 13, each project should
identify a subset or a comprehensive list of KPIs referenced in this table, and eventually other
KPIs that are proper to each project/use case definition.
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Table 21. Examples of use case’s KV/KVI definitions for SNS JU Stream B and D projects
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Project KV Key Value Key Value enabler Key Value enabler
categorization theme/criteria (cost) (benefit)
Social and | Personal health Reduction of the costs for the care of
DETERMINISTIC SNS UC11 economic and protection work-related injuries
6G - ) from harm Reduction of number work-related
injuries
Environment Increased efficiency in | Increased material and
production processes | energy consumption
Reduced need for | throughout full life cycle of
multiple machines due to | the robots and associated
function integration services. Increased
electronic waste
Social Improved accessibility | Elimination  of  jobs.
from tasks beyond human | Uneven distribution of
capabilities. Safer | benefits from robots and
HEXA-X-II SNS_UcC2.1 working ~ environments. | cobots Unauthorized use
M2H support of sensors and
associated privacy
concerns
Economic Enhanced productivity | Barriers for small
and competitiveness. | businesses
New business and job | Monopolization risks
opportunities financial loss in case of
service failure or cyber-
attacks
Environment Compliance Engage certification processes
Quality Standards
Mitigation Greater understanding of
Strategies environmental challenges from tech
Environmental Reduced energy consumption, air
Sustainability pollution
Economic Business Value Solve  existihng and  emerging
FIDAL SNS UC 3.1 problems, reduce resources needed to
- engage
Social Safety Greater protection of vulnerable
people, improved feeling safe, and
increased operational efficiency for
saving lives
Security Decrease system vulnerabilities
Healthier Improved satisfaction and access to
community services
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SNS_UC 3.2

Environment

Environmental
Sustainability

Reduction of energy consumption,
decreased energy degradation

Waste

Re-used and re-purposed existing

Management equipment
Economic Economic Reducing costs by using existing
Sustainability systems rather than building new one
Business Value Perception of problems solved
business plans
Responsibility Accountability for system behaviour,
enables alternative approaches
Flexibility Optimal resource allocation, re-use of
existing systems, ability of Al systems
to adapt
Social Healthier Improved relationships with
community organisations, improved health
Knowledge Enhanced technical and research

skills
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Figure 13. KPIs grouped in KPI families.
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In Table 22, we focus on the use cases SNS_UC2.1 already defined in Table 20 that
respectively correspond to the “Cooperating Mobile Robots” use case in HEXA-X-II project and
the SNS_UC4.1 “Smart Traffic Management” use case in TrialsNet project. For these two use
cases, we show the target KPI values grouped by KPI families.

For instance, the use case SNS_UC2.1 aims to achieve an “end to end service latency”, which
belongs to the “Latency” KPI family less than 0.8 ms. Whereas, in the context of the “Service”
KPI family the use case SNS_UC4.2 intends to ensure a “Service reliability” of 99,99%. For
both use cases, some KPI values are not applicable. For instance, the “Security” KPI family is
not applicable for both use cases.

Table 22. Examples of KPI values for several 6G SNS Stream B/D project use

SNS_UC2.1 |User E2E service Localisation Service
experienced |latency accuracy reliability
data rate|(<0.8 ms) (<0.1m) (99.999-
(10 Mb/s) 99.999)
Area traffic
capacity

(<0.1 Mb/s/im2)
SNS_UC4.1 |Uplink user|Application-

experience level latency
data rate|(<100ms)
(14 Mbps)
Downlink cell|E2E latency Reliability
capacity (<50ms) (99%)
(1.5 Gbps)
Uplink cell Service
capacity availability
(150 Mbps) (99%)
SNS_UC4.2 Application Precision Service
round trip 0,8 reliability
latency (99,99%)
(800ms)
Recall 0,6 Service
availability
(99.99%)
F1 score
0,68

A KPl is a measurable value that demonstrates how effectively an organization is achieving its
key business objectives. KPIs are essential tools for performance management, providing
insights into various aspects of organizational performance and helping to drive strategic
decision-making. In the context of 6G-TWIN, KPIs are used to measure the effectiveness of
various initiatives and ensure that they are aligned with the project's overall goals and values.
The relationship between KVIs and KPIs is fundamental in ensuring that the values upheld by
an organization are effectively translated into actionable and measurable outcomes. While
KVIs measure the adherence to key values, KPIs provide specific metrics that can be
monitored over time to gauge performance. For instance, a KVI related to environmental
sustainability might be measured through KPIs such as energy consumption, carbon
emissions, and waste reduction. This mapping ensures that the organization's values are not
only articulated but also systematically tracked and improved upon.

The SNS TMV WG [182] outlines a structured approach to deriving KPIs from KVs, ensuring
that each KPI is directly linked to the underlying values. This process involves identifying the
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use case stakeholders, articulating their challenges and needs, defining the key values for the
use cases, and then developing specific indicators to measure these values. The indicators
are then used to set measurable KPls that align with the project's goals and timelines.

Table 23. Relation between KVIs and KPIs for some SNS iro'ects.

Environmental Sustainability Energy consumption, CO2 emissions, waste reduction
Inclusiveness Service availability to diverse demographics

Innovation Number of patents filed rate of new technology adoption
Safety and Security Incident response time, number of security breaches
Economic Growth Cost efficiency, profitability, market penetration

Good Health and Safety Patient waiting time, accuracy of health monitoring

Privacy and Confidentiality Number of data breaches, compliance with privacy regulations
User Experience User satisfaction scores, adoption rates

In the context of 6G-TWIN, the two use cases (teleoperated driving and energy savings will be
implemented in the form of demonstrators to test the solutions and assess their relevance. The
design of such solutions will be done with respect of a list of KPIs potentially shared with other
projects funded under STREAM-C and B of SNS JU Phase 1 (2022) and with respect to KPI
family classification given in Figure 13. The project will analyse these KPIs in more details and
map them into their respective families as shown in Table 24. All KPIs will be measured for
each of the use cases and their scenarios. Specific targets are indicated in the description of
each use-case, later on in this section.
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Table 24. Prospective KPI family and names for 6G-TWIN
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UCL User E2E service | Packet error rate Edge Network energy | Anomaly Localisation Service availability
Teleoperated | experienced latency Frame computational efficiency detection accuracy Service reliability
driving data rate E2E application | Layer 2/3 packet|resource usage Device energy | precision Direction Service safety,
Network latency transmission Delta in network | efficiency Security accuracy integrity and
capacity New component | success rate management NFV energy | conformance localization- maintainability
Connectivity latency decision efficiency Tenant data | related delays
density contribution Availability privacy localization
Resource utilisation integrity
Computing
resource utilisation
UC2: Energy|User Edge Network energy | Anomaly Localisation Service availability
savings experienced computational efficiency detection accuracy. Service reliability
data rate resource usage Device energy | precision. Direction Service safety,
Network Delta in network | efficiency Security accuracy integrity and
capacity management NFV energy | conformance localization- maintainability
Connectivity decision efficiency Tenant data | related delays
density Availability privacy localization
Resource utilisation integrity
Computing

resource utilisation
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5.2 Teleoperated Driving

The first use case centres on teleoperated driving supported by a predictive DT, as illustrated
in Figure 14.

Here, teleoperated driving means moving the driver of a road vehicle out of their car/truck/etc.
and into a (remote) control centre — either partly or fully. This requires vehicle sensors capable
of sensing the environment and transmitting this real-time information (e.g., detected objects,
Light Detection and Ranging -LIDAR- point clouds, video streams) to the remote operator over
the mobile network. It also requires data fusion and pre-processing on edge servers to
overcome the limited computing capabilities of the vehicles while limiting the amount of
information transmitted (i.e., reducing network load). Such a system is particularly interesting
for public transport, remote hailing, or remote parking — even more so when combined with
some autonomous functions of the vehicle.

Lo

o~

Predictive network
digital twin

L

Low density area
Power saving ON

.
=0

4
-y

Connectivity gap detected
Power edge nodes ON
Allocate resources

Operator located remotely
in a control centre
Figure 14. lllustration of the Teleoperated Driving Use Case.

The teleoperation of a vehicle has high demands on the network, such as extreme reliability,
low latency, and high throughput. Often-quoted values are 99.999% reliability and latencies
below 20 milliseconds. This is in contrast to our assumption that the full capacity of the network
is not always deployed throughout. In particular, we assume that edge servers at different
locations can be turned off and virtual network functions might be undeployed during periods
of inactivity, e.g., in rural areas. Before the journey of a teleoperated vehicle can begin, the
vehicle is therefore first driven virtually, in a simulation, to ensure adequate resources are
available — to investigate changes that would ensure they are — and to then realize these
changes before the trip of the vehicle commences.
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We envision two realizations of this use case:

e 2D network planning, where a single mobile platform representing a vehicle is
teleoperated wirelessly in a lab environment via an O-RAN network. Before the vehicle
starts its trip, the network (1) reasons about quality-of-service levels of the vehicle when
connecting to various edge computing nodes along its route, (2) allows to examine
various trade-offs in how to improve service (e.g., deploying edge computing capacity or
virtual network functions), then (3) supports the realization of a selected optimization.

e 3D network planning, which augments the network with satellites or drones as both
additional access and edge computing options — and replaces the single real mobile
platform with multiple simulated ones.

To realize the described use case, the designed system must, given a planned trip (as defined
by its start/end location), allow to conduct automatic what-if analyses, exploring and weighing
options, then be able to realize the required changes in the real network.

For this, three components need to interact: a closed-loop optimization framework and a
simulation framework, both having a shared understanding of which components (might) exist
in the system and how they are configured (that is, a data and model repository). The
optimization framework keeps the data and model repository current with the state of the real
network and allows to manifest desired changes in the real network.

For conducting a what-if analysis, the optimization framework assembles a machine-generated
system configuration (a scenario) from the data and model repository, modified by changes to
be investigated, and sends it to the simulation framework.

The simulation framework must then conduct the what-if analysis of the scenario —
instantiating, interconnecting, and managing many interrelated simulations, e.g., potentially
many mobility simulations, RAN simulations, and a core network simulation. These individual
simulations must be useful approximations of system behaviour, in particular with respect to
involved basic and functional models of the network. It must be possible to execute individual
simulations on different machines in potentially different locations without compromising the
security or integrity of data.

Upon conclusion of a simulation, the simulation framework must then return machine-
understandable simulation results to the optimization framework. The optimization framework
must then reason about the results and either conduct more what-if analyses or actualize the
investigated changes in the real network.

Key performance indicators for a successful demonstration of the teleoperated driving use
case must be aligned with a 2D network planning for teleoperated driving providing full end-to-
end connectivity to teleoperate a real mobile platform. The performance of the network can be
visualized in terms of at least four metrics. Connectivity in the system can be subjected to
imperfections in deployment, which can be addressed by changes in the network. The
optimization framework can investigate the impact of potential changes to the network, then
realize a beneficial change.

Results from the real mobile platform of the 2D network planning realization of the use case
can be replicated in the purely virtual 3D network planning realization. The optimization
framework can then investigate potential improvements brought about by the integration of
satellites or drones and can serve multiple vehicles planning upcoming trips.
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The use case is connected to the following project-wise KPIs as described in Anex 1.

o KPIL1.2: Achieve the improvements proposed to the KPIs associated with the use-cases
compared to a 5G Service Based Architecture and baseline techniques from state-of-
the-art research.

e KPI4.1 (ptl): Set up the teledriving testbed to provide full E2E connectivity for the
successful transmission of control signalling and user traffic from the remote driving

apps.
o KPI4.2: Define two different deployment scenarios with extreme connectivity constraints

impacting the teledriving demonstrator and ensure testbed setup is correct and provides
full connectivity.

e KPI4.4: Provide a visual representation of the four most relevant KPIs for each use case
and measure their impact on the 6G-TWIN’s assets and how they can be optimised.

Table 25 lists reference KPIs that have to be guaranteed according to the literature [183]. They
serve as a baseline for the derivation of concrete specifications during the project.

Table 25. Reference KPIs for Use Case 1.

Latency Uplink from vehicle: < 100 ms. [184], [185]
Downlink to vehicle < 20 ms

Depending on speed
Capacity Uplink from vehicle = 32 Mbit/s (video streaming) [185]

Downlink to vehicle = 400 kbit/s (commands)

Depending on number of cameras and sensor data richness
Reliability Uplink from vehicle = 99 % [185]

Downlink to vehicle = 99.999 %

Depending on driving situation
Compute/Energy Reduction of up to 30% [186]

Compared to knowledge-expert agent with guarantee of zero violation
of minimal latency

5.3 Energy savings in dense deployments

Sustainability will be one of the guiding aspects of the 6G era. In 2030, our networks will not
only refine the way we live and work, but they must also directly impact how we care for the
planet. One obstacle to building a sustainable 6G system is the fact that 6G will need to deliver
much more data at faster rates than today’s networks, while still fulfilling very stringent energy-
efficiency goals. This means that the required energy for transmitting a bit must be significantly
reduced. Additionally, energy is one the main OPEX costs of running mobile networks, so
saving energy is also a strong business driver. The use-case targets a green approach of
mobile networks, which provides increased efficiency and better energy usage by optimising
network resources. Data-driven networks, mainly empowered by Al/ML, or hybrid approaches
between ML, analytical models and mathematical models, will be required to optimise
performance in such complex scenarios and supported by open architectures to avoid vendor
locks, enhance flexibility and increase innovation and adoption.

The representation of the Energy savings use-case is shown in Figure 15. The NDT is fed by
data collected across the network (RAN, Edge, Core). Specifically, it uses QoS parameters
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defined for the end users, system performance data provided by in-band monitoring, and
localization/sensing data (e.g., user poses and locations). The NDT generates a range of RAN
scenarios replicating real-life traffic patterns and generates the ORAN O2 data set to train the
DRL agent. The DRL agent triggers x-/r-apps related to changing power consumption at
different levels with the objective of saving energy in densely populated areas. The near-RT
xApps implemented in near-RT RIC are responsible for Cell and Beam level optimizations on
short-term (milli-second), while rApps are responsible for non-RT long-term actions, such as
nightly power-down management.
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Figure 15. lllustration of the Energy Savings Use Case.

Three complementary scenarios of increasing complexity will be explored to evaluate the
energy efficiency (humber of radio access technologies and domains covered):

e Optimisation in 6G radio access technologies (Scenario 1): The objective of this
scenario is to design a precise and low complex beam selection scheme to enable UEs
and multiple gNBs to find their best set of beam pairs by combining the concept of RIS
and therefore providing continuous communication links at sub-THz frequencies. For this
purpose, optimisation and control algorithms will be investigated and designed to provide
a UE location-aware beam management system aligned with the ISAC concepts for a
dense sub-THz network.

e Network management and control with heterogeneous radio access technologies
(Scenario 2): The objective of this scenario is to design an energy-efficient, flexible and
proper network management method where heterogeneous radio technologies are
deployed to serve a variety of user’s QoS requirements. In addition to the sub-THz radio
access as in Scenario 1, traditional radio access technologies in lower frequencies (such
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as C-band at 3.5Ghz) will be added to increase coverage and ensure minimal capacity.
In this scenario, optimisation and control algorithms will be designed and developed to:
1) select the best radio gNB and radio technology that can guarantee the user's QoS
requirements, 2) determine the best set of beam pairs between UEs and gNBs that
provide sub-THz access (based on Scenario 1), and 3) ensure that the final selection is
energy-efficient.

Federated cross-domain radio and computing resource optimisation (Scenario 3):
The objective of this scenario is to extend the previous scenarios to cover multiple
domains (RAN, Edge, Core) in such a way that the energy efficiency is achieved in an
end-to-end fashion. For this, edge and cloud computing resources that are required to
deploy the virtualised network components of RAN and Core will be managed and
controlled in such a way that they 1) allocate the required computing resources to the
edge (for RAN) and to the cloud (for the Core) to process the network traffic, 2) ensure
end-to-end users’ QoS, and 3) perform management and control across network
domains in a federated manner in order to collect data and shared services while
preserving privacy and data locality and seamless interoperability.

To realize the use case, the following hardware and software components will be developed:

Hardware and software implementations will be performed. Real-channel state
information and power consumption measurements will be gathered by densely
deploying low (C-band) and high frequencies (sub-THz) gNBs for various network
topologies and various locations of UEs. This data will be used to create the NDT models.
Subsequently, a suitable set of management, control and optimisation algorithms will be
developed using the data collected for the training and predicting procedure.

NDT built-in Viavi RIC tester based on an O1 and E2 (open) interface that feeds an rApp
and xApp that generates the optimisations for the network configuration in real time.

B5G Open RAN-based network (using ACC dRAX cloud-native RAN NFs) will be
realised to configure experimental scenarios and to measure system performance and
generate and measure data sets.

Simulated calls on DT based on the configuration and call data from the live network to
train the ML model and test the inferences.

GPU-accelerated hardware capable of running the NDT and optimisation models.

The algorithms will be deployed that perform control/optimisation (Al, non-Al, or hybrid) for:

Energy optimisation in RAN

End-to-end energy optimisation

Power control of gNBs and servers

Optimal beam pair finder

Coverage optimiser

gNB selection (low vs. higher frequency radio access)

Network and service data analytics
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The following functionalities will be provided:

e Intelligent connectivity (including 6G radio access technologies) across heterogeneous
domains.

e Providing the mechanisms that will allow the optimal exploitation of intelligent
mechanisms for the control and management of the infrastructure.

e Technologies enabling the connectivity and service infrastructure to be programmable
with a single, unifying and open controllability framework.

e Internet-like architecture(s) supporting much higher dynamics and versatility for its
topology and service instantiation while significantly lowering energy consumption.

The aim of the use case is minimising the long term network energy consumption while
guaranteeing minimum QoS in terms of data rate and latency by optimising the UE-gNB
association and its beamforming design and computing resource allocation in dense cell
deployments considering higher (sub-THz frequencies scenario 1, scenario 2) and lower
frequencies (C-band, scenario 2 and scenario 3) under three different city-like environments,
to be fully specified during the project: City Skyscraper, City Market hall and City Main
Shopping Street. It is connected to the following project-wise KPlIs described in Anex 1.:

e KPI1.2: Achieve the improvements proposed to the KPIs associated with the use-cases
compared to a 5G Service Based Architecture and baseline techniques from state-of-
the-art research.

o KPI4.1 (pt2): 1) Set up the energy-saving testbed to provide connectivity and successful
communication via O1, E2 and Al to the third-party RIC (Accelleran); 2) Target three
environments: City Skyscraper, City Market hall and City Main Shopping Street.

e KPI4.3: Define three different deployment scenarios for the energy-saving demonstrator,
ensure full interworking between the RIC tool and the DUT, validate scenarios triggering
the 6G-TWIN ML and change messaging from x-/r-Apps.

o KPI4.4: Provide a visual representation of the four most relevant KPIs for each use case
and measure their impact on the 6G-TWIN’s assets and how they can be optimised.

Further expanding KPI1.2, we foresee the following use-case specific KPIs:
Table 26. Reference KPIs for Use Case 2

KPI family Target Baseline Ref

Capacity With RIS assisted functionality: 20% increase with respect to state of | [187], [188]
the art schemes. 30% increase of available bandwidth in dense
deployment when combining C-band and subTHz/mmWave radio
access.

Spectral efficiency (bps/Hz) increased by 30% using higher frequencies
compared to optimised lower frequencies in dense deployments.
Packet loss 99.9999% reliability of connectivity via smart coordination of | [186], [189]
heterogeneous radio access and dynamic resource allocation of
computing resources across multiple domains.

Compute Reduction of up to 30% in the usage of computing resources compared | [186]
to knowledge-expert agent with guaranteed minimum service level
agreement.

Energy RIS assisted functionality: 20% decrease of energy consumption with | [190]

respect to state of the art schemes. E2E energy consumption reduced
of at least 30% compared to knowledge-expert agents with guaranteed
minimum service level agreement.
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For performance evaluation, we will rely on TeraVM RIC-Test tool provided by Viavi for the
testbed as it has the proven O-RAN Ol-based measurements used by RIC-based energy
saving algorithms. The Viavi RIC-Test emulates the RAN network and subscriber population,
providing a DT of real network configuration, subscriber mobility and traffic patterns. RIC-Test
generates a range of RAN scenarios replicating real-life traffic patterns and generates the O-
RAN O2 data set to train the ML models in the SMO/RIC that are dedicated to power-control
and energy-saving optimisation, such as the ACC dRAX cloud-native RAN. RIC-Test
compares the RAN configuration and records the improved Cell Energy consumed (kWh) and
Cell Average Power consumed (Watts) (as defined in ETSI ES 202 336-12) [191] and
compares it with the QoS objectives of throughput and data volume per subscriber and cell.
RIC-Test works with Cell and Beam level optimisations on short-term (milli-second) and long-
term (Nightly Cell power-down management) energy savings.

Finally, a demonstrator will be developed. First, we will develop a demonstrator in a laboratory
with one macro and three hybrid small/pico cells. In a second iteration, more advanced
scenarios will be developed, and we will use an emulation platform to increase the number of
cells and users connected.
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6 6G-TWIN SYSTEM ARCHITECTURE

In the previous sections we have explored how (i) Digital Twins have been used to offer
services such as simulation, analysis, or prediction at industries where the actual
implementation of a feature is too expensive, including the telco industry (Section 2), and (ii)
the roadmap for 6G includes the deep integration of Artificial Intelligence (Al) in its architecture,
constituting what is known as Al-native network architectures (Section 2.3). On the one side,
communication networks will become extremely complex and dynamic in nature, thus needing
additional (if not fully) automated management solutions — still with human oversight. On the
other side, creating digital, real-time replicas of these network elements, their topology, and
their services allows the creation of a safe sandbox for closed-loop network automation and
facilitates the optimal planning, management, and control of these resources.

Moving towards a DT architecture has been proven to be an excellent way of reducing the gap
between network complexity and performance — all the while potentially enhancing user
experience in real time — across multiple domains. However, to date, very few initiatives have
focused on developing a reference architecture for NDTs. As stated in Section 2.2, the ITU-T
has proposed a high-level model for Manufacturing use case [31], but so far nothing else has
been designed, developed, and tested for more complex applications. Therefore, there is a
need to take a major leap forward and propose new methods, simulation, and modelling tools
around the concept of NDTs and demonstrate their interest in tangible use cases. An important
opening towards open communities is also needed to ensure these solutions' adoption and
future exploitation.

Additionally, to integrate the general technical components into the 6G-TWIN proposed
architecture, we foresee leveraging four main components, as detailed below and illustrated in
Figure 16. This approach is designed to effectively utilize the technical elements necessary for
creating an NDT. This approach has been deeply discussed in [192], [193]
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Figure 16. Technical components that leverage an NDT.
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e 6G Physical Network Architecture Components: The 6G physical network
architecture components are crucial for building a secure and efficient network
infrastructure. These include the secured, scalable, and distributed data exposure and
collection framework, which consists of algorithms for decentralized and privacy-aware
data collection, ensuring secure storage and access across multiple domains.
Additionally, the zero-touch service and network management framework, powered by
Al-based network functions, aims to achieve full automation of network tasks such as
planning, management, and control. Another key component is the federated
management and orchestration of Al-based network functions, designed to manage the
lifecycle of Al-driven network functions and deploy distributed machine learning
workflows across various domains in a federated manner.

e Network Digital Twin Components: NDTs are pivotal in simulating and optimizing
network performance. The semantic data and model harmonization component ensures
consistent operation of models and data across different domains, managing uncertainty
and providing a consistent DT graphical representation. The NDT federated graph
metamodel describes the elements populating the NDT, leveraging standards and expert
knowledge, and includes an API for exposing models and harmonized data. Functional
models for network planning, management, and control involve a set of algorithms, both
analytical and Al-based, to simulate the NDT behaviour, assess its performance under
various conditions, and optimize the network accordingly.

e Simulation Components: Simulation components are essential for testing and
validating the network's capabilities. The federated simulation engine is designed to
manage multiple federated simulators, both homogeneous and heterogeneous, to
provide a consistent view of simulation results via an open API. This engine helps in
finding the best configurations for the physical network. Complementing this is the time
management service, which ensures synchronization across all federated simulators,
maximizing efficiency and ensuring dependencies regarding event processing are not
violated. These components evolve from established concepts in literature to high-
performance software prototypes, tailored for the needs of NDTs.

e Network Applications & Demonstrators: The network applications and demonstrators
showcase the practical implementations of the 6G-TWIN technologies. The teleoperated
driving demonstrator leverages NDT solutions to predict network behaviour and ensure
high-quality service and network resource availability for teleoperated vehicles. This
demonstrator is designed, implemented, and tested in a lab environment to anticipate
and manage network conditions. Similarly, the energy savings demonstrator uses NDT
solutions to optimize end-to-end energy efficiency in near real-time, adapting network
behaviour to reduce energy consumption. Both demonstrators are developed and tested
in a laboratory setting, highlighting the potential of NDT solutions to enhance network
performance and sustainability.

In this context, and based on the ITU-T reference architecture (cf. Figure 4) and the technical
components described above, the 6G-TWIN project aims to propose and validate a unified Al-
native architecture with support for NDTs that consists of three distinct layers, as shown in
Figure 17.
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Figure 17. High-level architecture of 6G-TWIN

6.1 Layer 1. Physical Network - Al-based
Architecture

The base of Figure 17 represents the physical network in green and the operations performed
on it. This includes UE, the surrounding environment that can influence the propagation
patterns, the RAN and the CN. Each of these components is supported by computing and
networking resources deployed at the (far) edge and cloud data centers. Although these
domains already exist from previous network generations, the future 6G network architecture
is expected to be significantly different from its predecessors in terms of its design principles
and operating mechanisms.

The 6G network architecture proposed by 6G-TWIN will be built from the ground up with Al as
an integral part of its design and operation. This Al-based network architecture by design, as
described in Figure 18, will enable the deployment of Al-based NFs and NSs to automate
various tasks, optimize network performance, and enhance the user experience. 6G-TWIN will
go beyond state of the art [85] (Section 2.3) by also integrating NDTs as part of its Al-native
architecture, which will provide a safe sandbox to train and validate Al-based NF/NS before
they are deployed on the real network, as shown in orange part of Figure 18.
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Figure 18. High-level architecture of 6G-TWIN, with a focus on the Al-native components

6G-TWIN will also evolve the traditional MANO frameworks for NF/NS towards a framework
that not only performs the traditional lifecycle management of NF/NS (onboarding, deployment,
scaling, termination), but also includes the mechanisms to perform the orchestration and
management of Al-based NF/NS (training, deployment, and monitoring of Al models). This will
be achieved by providing a novel MANO framework that supports operations such as the
lifecycle management of the Al-based NFs and NSs, orchestrating the composition of
advanced Al-based NF/NS and coordinating interactions between their inner models. This is
fundamental since the performance of an Al-based NF/NS does not only depend on networking
KPIs — e.g., Quality of Service (QoS), Quality of Experience (QoE) — but also on learning-
related KPIs — e.g., accuracy, loss, cumulative reward.

To enable these Al-based NFs/NSs to observe and interact with the network (e.g., controlling
it), two main aspects are needed:

e Network programmability: Novel mechanisms to increase network programmability
and support closed-loop management strategies. These will enable Al-based NFs/NSs
to learn (e.g., using an NDT or with continual learning in physical networks) and adapt in
real-time in order to automate network provisioning, configuration, and optimisation. This
is a fundamental step forward that can significantly reduce operational costs, enable
rapid network deployment, achieve high scalability, and increase network reliability and
availability.

e Efficient Data Collection: Introducing novel mechanisms for efficient data collection
and processing pipelines for monitoring information, including handling diverse data
formats, protocols, and traffic patterns; as well as cryptographic methods and privileged
access management protocols for enhanced security and privacy. These mechanisms
harness parallel processing and distributed computing techniques for scalability,
accommodating more users, devices, and data streams without sacrificing performance
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or reliability. Workload distribution across multiple nodes will also be exploited to ensure
optimal performance and availability.

6G-TWIN will explore and obtain inspiration from novel concepts on different network
segments and investigate and innovate in big data telemetry subsystems and data lake
functionalities, such as 3GPP 5G Core, NEF, WAIF 6G, 3GPP NWDAF and its evolution
towards the split Network Management Function (NWMF) / Network Function Automated
Framework (NWAF), the O-RAN Y1 interface for exposing RAN analytics information to
internal and/or external functions, and the High Velocity Virtual Event Streaming (HV-VES)
collector functionality in the service and network management layer.

6.2 Layer 2: Digital Network — Data and Models.

The middle part of Figure 17 in blue represents the NDT, which is at the heart of the project,
and which has been designed in line with the preliminary work on the topic. According to [31],
the ITU specifies two core notions: (i) basic models that consist of the representation of the
network topology and elements and (ii) functional models composed of functions related to the
behaviour of the system. These functions include traffic analysis, network diagnostic, and
prognostic, but are described at a high level.

An approach broken down into two areas has been drawn up to consider this architecture: data
and models. The data area enables the collection, governance, and harmonization of the data
collected. This will ensure a unified, data space-based foundation, regardless of the
communication technologies, domains, or network elements involved. More details are
provided on Deliverable D2.1 Data governance, privacy, and harmonization [194].

The DT model area consists of a set of models to best and dynamically represent the network
elements (basic models) and their behaviour (estimated and predicted using Al approaches,
i.e., functional models). Instantiation and execution of these models relies on the harmonized
data collected and will be developed to optimize network planning, management, and control
issues, as well as to provide meaningful KPls and metrics to operators. These DT models are
federated in several layers, allowing complex, interconnected, and dynamic topologies to be
imagined depending on the applications to be served.

Our approach to NDT will be based on several technical components aiming to provide a
holistic representation of the cyber-physical elements related to the real network. As illustrated
in Figure 19, basic models are a central component for establishing a link to the physical world,
as well as for internal operations within the NDT components, fuelling functional models and
enabling data and model harmonisation.
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A basic model aims to be a consistent representation of the cyber-physical network system. In
the project, it will consist of a typed graph that represents the network elements (e.g., topology,
servers, terminals). It should be used to either reflect a current state of the real network or in
isolation from reality for simulation, projection scenario, etc; as explained in the 6G-TWIN D2.1
Deliverable [194].

The first phase for building basic models will imply establishing a graph structure with multiple
inter-related metamodels in a common graph-enabled modelling framework that will be able to
support some flexibility in its definition. It will be based on the different references and
standards (e.g., ETSI, 3GPP TS 23.501, 5GPPP), ontologies [195] and other metamodels
available in the sector (e.g., OASIS TOSCA). Multiple inter-related metamodels will be
necessary to cover the different sub-domains of network systems and related assets. Such
modularity will allow easier maintenance and better support of local evolution. Moreover, we
assume that each metamodel corresponds to a sub-domain community that has already
reached consensus and forms a coherent whole. Once this ecosystem of metamodels reaches
a stable state, our objective is to propose it for standardisation, as a smart data schema [45]
for the Network in the Fiware community. This metamodel will then be our network reference
metamodel.

In a subsequent phase, a relationship will be established between the reference metamodel,
and the data and information provided by the 6G architecture to provide a first typed graph
(i.e., a knowledge model) that describes the network, at a given state. The data in this phase
is not yet harmonised (see "Harmonised data and model repository" below). Within the
selected modelling framework, our metamodel will be used as the basis for the development
of the API within the federated simulation framework, while allowing communication with the
physical network data. This API will serve for any exploitation of the graph, including
harmonisation and functional model processing.

Basic models typically include, but are not limited to:

e Topology model: This includes the topographic information of the RAN area considered
for the NDT, but also between servers across a geographical area (RAN to Core).
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e Computing model: This provides the representation of computing resources such as
servers and their properties (Central Processor Unit -CPU-, memory) and their
underlying connectivity topology.

e gNBs model: This includes aspects related to the deployment of gNBs (e.g., position,
height), configuration (e.g., operating frequency, bandwidth configurations,
numerologies, beamforming model) and operation (e.g., packet conformance at different
levels).

e UEs model: This provides a representation of the UEs capturing physical aspects such
as position, height, antenna gain or noise figure. It also includes aspects such as UE
type (e.g., pedestrian, vehicular, sensor) and/or the UE QoS requirements (e.g.,
minimum bit rate, latency, reliability).

Functional model [31] refers to various data models such as network analysis, emulation,
diagnosis, prediction, assurance, etc., which are established by making full use of the network
data in a unified data repository for specific application scenarios. The functional models can
be constructed and expanded by multiple dimensions: by network type, there can be models
serving for single network domain or multiple network domains; by function type, it can be
divided into state monitoring, traffic analysis, security drill, fault diagnosis, quality assurance
and other models; by generality, it can be divided into a general model and special-purpose
model. Specifically, multiple dimensions can be combined to create a data model for a more
specific application scenario. For example, the traffic balance optimization model can be
created on the core switch of one campus network, and the model instance can be used to
serve the corresponding network applications.

A functional model includes different forms of analytics and Al that handle the basic models.
They are drastically different from the basic models as they depict behaviour. In 6G-TWIN, we
consider three types of functional models:

e Emulation: Functional models that comprise the operations on the basic model to mimic
reality: these are the basic behavioural models. This can include, for instance:
propagation models; mobility models; radio and computing performance models,
providing KPI measurements in terms of radio (e.g., Bit Error Rate -BER-), networking
(throughput, delay), and computing, etc.

e Optimisation: Functional models that can improve the system. These can limit
themselves to the operations possible on the physical network allowing them to provide
an output configuration that can be applied by the 6G architecture within the network
planning, management, and control components.

e Anticipation: Functional models that represent diverse kinds of external operations and
network configurations that can go beyond the current capability or limits of the physical
network.

Functional models primarily rely on data, and their implementation involves categorizing them
into three classes: analytical models, Al models, and ML models, based on the techniques
used in their development.

e Analytical models, which are models produced from human knowledge and expertise.
They are usually abstractions, trying to be as close as possible to the real system
behaviour. For instance, an example of an analytical model would be a mathematical
representation of radio propagation in 6G networks.
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e Traditional Al models, which are based on logic, inference probabilistic or search
approaches (e.g., heuristics and metaheuristics). They are “white or grey” box models,
which means that they can be more easily explained: for instance, a decision tree can
trace the path and explain why, according to a given input parameter, it provided a
specific answer. Beyond being more trustable (due to explanation), such Al models can
either adapt their behaviour or anticipate it.

e Machine-learning models, notably deep-learning (DL) models, which are the modern
approach of ML that is gaining increasing interest and proving its efficacy across various
domains, particularly in networking and communications. For instance, a functional
model based on neural networks that predicts the future state of a network element in
the context of 6G NDT. ML/DL based functional models rely on massive data collection
to be accurate and to have a good functional coverage. They will first inevitably rely on
the proper structuration of collected data.

A functional model may consist of a set of specific-purpose functional models, each utilizing
different techniques. For instance, a functional model aimed at proactively optimizing the
deployment of 6G NFs may employ a search approach (e.g., metaheuristic) and leverage a
DL-based model to predict the network load and expected QoS.

The 6G NDT will leverage various functional models for different applications spanning network
analysis, emulation, diagnosis, prediction, and more. These models introduce additional KPIs
to the design of the NDT, including but not limited to, accuracy in representing the real
behaviour of network elements, the complexity of the models in terms of inference time and
storage resources, and the training cost of ML models.

A harmonised data and model repository will serve as the core source of information to
populate basic models and will be used as the training set for functional models. In addition,
the harmonised repository should be properly governed, such as a digital space, including data
privacy and sovereignty.

Providing a unified metamodel, as described in basic models, will not be sufficient. In addition,
using data-fusion algorithms and entity resolution will help reduce the dimensions of the data
and models to be harmonised. A semantic model associated with a pragmatic representation
(i.e., the rationale and the context of the data and models) is also necessary to preserve the
meaning behind each piece of collected data. The harmonisation will have to consider
semantic (pragmatic and conceptual) drifts and mismatches. It will define a concrete process,
based on graphs and logic, to identify the drifts and propose solutions to overcome its impact
on data and models. D2.1 [194] explores in more detail how the data collection, data
harmonization and data space creation are carried out in the project.

6.3 Layer 2: Digital network — Federated simulation

framework

The top part of Figure 17 in orange represents the simulation framework, which manages the
lifecycle of the DT, in order for the closed-loop optimization framework (zero-touch MANO) to
conduct what-if analyses, driving realistic network applications (Figure 17, grey). Such an open
source, secured, and federated simulation framework will also be developed to provide the
scientific community with a tangible tool to test their own approaches.
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What is needed for executing a 6G NDT is a federated simulation engine which is able to
couple a wide variety of the many existing simulators, from road traffic to Al-based network
management, each focusing on a specific domain or scale, and which is able to simulate large-
scale scenarios with heterogeneous granularity.

Our approach to a simulation framework will be based on the following principles: Instead of
re-implementing existing models from a large number of specialized domains, we will explore
a federated simulation engine concept following an agent-based approach and coupling
existing simulators. By necessity, this simulation engine will allow both homogeneous (same
simulator, different agent) and heterogeneous (same agent, different simulator) simulation and
the inclusion of closed-source simulators across different languages and execution platforms
while ensuring privacy and security.
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/7 FINAL REMARKS

In the following section we will cover some of the final remarks needed to conclude this
deliverable. We will provide a general review of the open challenges that the construction of
Network Digital Twin faces and a general idea on how to overcome them. Then some
conclusions are drawn from the analysis of the state of the art in the architecture, the NDT
fundamentals and the supporting simulator tools. Next, we map the project use cases into the
functional and non-functional requirements. The conclusion section will also cover the most
important topics related with the creation of an architecture of an NDT. Finally, this section will
explore the future work related with the 6G-TWIN architecture and the direction that the future
version of this document will take.

While the proposed architecture advances beyond current models by integrating a unified Al-
native system with support for NDT, there are significant challenges to its large-scale
implementation. Although the DT concept is established, widespread adoption in various
sectors remains complex due to numerous existing challenges. This section enumerates some
of those challenges and presents initial ideas on how to tackle them.

As noted in previous sections, Al-based algorithms will not only be at the core of the next
generation of NF/NS but will also be used to create new network applications and services
such as NDTs. However, recent evidence suggests that AI/ML models are susceptible to
security breaches [197]. Even minor, often unnoticed alterations in data samples can lead to
inaccurate predictions by cutting-edge classifiers during the inference phase. Due to the
complexity and distributed nature of networks, the possibility of adversarial attacks in telecom
environments persists. This poses a significant risk considering Al's anticipated role in 6G
communication systems. Previous research indicates that adversarial attacks, optimized for
perturbations, can disrupt telecommunication networks or services [198]. Thus, effective
defensive strategies are imperative to mitigate such threats.

To address these challenges, studies propose leveraging adversarial training and explainable
Al (XAI) [199]. While conventional AI/ML models providing predictions, recommendations, or
decisions lack transparency in their decision-making processes, black-box Al algorithms offer
promising security solutions for 6G networks [200]. However, their opaque decision-making
processes present challenges. Explanations play a critical role in understanding the
vulnerabilities of adversarial machine learning [201]. XAl enhances the transparency and
accountability of black-box Al models, enabling explanations for any performance degradation,
thereby facilitating proactive identification of issues in model training or data quality.
Incorporating transparency-enhancing XAl techniques not only bolsters defensive strategies
but also enhances trust by clarifying the decision-making processes of Al/ML systems. Such
transparency is often considered essential for ensuring the reliability of 6G communication
systems [202].

Following the pivotal role of DT technology within 6G communication systems, considerations
of security and privacy emerge as critical components that require careful attention. While DTs
are instrumental in facilitating error-intolerant industrial processes, by leveraging data and
models for decision-making, they also introduce challenges related to uncertainty and
trustworthiness within DT systems. Furthermore, the storage and synchronization of sensitive
user data between the DT and its PT counterpart, pose significant security and privacy risks.
Therefore, it is necessary to identify and detect vulnerabilities and associated threats and
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implement robust security and privacy measures within both the PT and DT. Unauthorized
access to the DT could potentially enable manipulation of the associated PT, raising serious
concerns regarding data exposure and exploitation without proper authorization. To address
these concerns, robust security measures must be implemented, including end-to-end
encryption for data transmission between the DT and PT, integration checks, and anomaly
detection mechanisms to safeguard against potential attacks. Additionally, establishing optimal
authentication mechanisms for DT owners to access the 6G network infrastructure, real-time
monitoring of DT-specific events, and leveraging advanced machine learning-assisted
solutions for managing APIs and information exchange between these systems are imperative.
By addressing these security and privacy challenges, the deployment of DT technology within
6G networks can proceed with confidence, ensuring the protection of sensitive data and the
integrity of network operations. To address the security and privacy aspect the following
roadmap will be considered:

Threat landscape with respect to data security and privacy

o Data Collection and Management

o Challenges with Data Volume and Complexity: As telecommunication networks,
particularly in 6G environments, will rely on Al-based algorithms, they generate
massive volumes of data. The increased data collection creates complexity in
managing sensitive information, which raises risks of data leakage, improper
storage, and unauthorized access.

o AlI/ML Data Vulnerabilities: AI/ML models used for network services and
applications require large datasets for training, which might contain sensitive
information. If not properly managed, these datasets can become a target for
attackers seeking to exploit Al vulnerabilities.

e Data Exposure

o Risks from Adversarial Attacks: Adversarial attacks can subtly manipulate input
data to affect Al/ML predictions. This will potentially pose a significant risk to 6G
network operations and could lead to inaccurate decision-making in critical
applications.

o Data Leaks and Insider Threats: Data exposure can occur due to leaks from internal
or external sources. Insider threats, where employees or partners with access to
sensitive data misuse their privileges, also contribute to this risk.

e Distributed Scenario

o Distributed Network Challenges: In 6G communication systems, data will often be
distributed across various physical and virtual locations, complicating security
management. This distribution will increase the surface area for potential attacks
and introduce variability in compliance requirements across different regions.

o Security in Digital Twin Systems: DT technology, used to model and simulate real-
world systems, requires synchronization with their PT counterparts. The distributed
nature of DT systems creates additional security and privacy challenges, as
sensitive user data must be transmitted and stored securely.

Requirements of data security and privacy

e Confidentiality, integrity, and privacy
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o Ensuring Data Confidentiality: Measures must be in place to ensure that only
authorized personnel have access to sensitive information. This includes robust
encryption for data storage and transmission, as well as strict access controls.

o Maintaining Data Integrity: It is essential to ensure that data is not altered or
tampered with during transmission or storage. This involves the use of
cryptographic hashing and other methods to verify data integrity.

o Preserving Data Privacy: Data privacy regulations like General Data Protection
Regulation (GDPR) and California Consumer Privacy Act (CCPA) require that
personal information is protected. Compliance with these laws is ensured by
implementing privacy policies and obtaining consent for data collection.

e Privacy-Enhancing Methods

o Homomorphic Encryption: This technique allows computations on encrypted data
without decrypting it, providing an additional layer of security. It enables Al/ML
applications to process sensitive data without exposing it to risk.

o Secure Multi-Party Computation (SMPC): SMPC allows multiple parties to
collaborate on computations without revealing their inputs. This is useful for
distributed learning environments where data privacy is crucial.

o Differential Privacy: By adding noise to data sets to obscure individual identities,
differential privacy helps protect sensitive information while enabling broader data
analysis.

e Distributed Learning Methods

o Federated Learning: Federated learning enables collaborative learning without
centralizing raw data. This is beneficial for 6G networks as data remains on local
devices, reducing the risk of exposure while enabling collective Al model training.

o Edge Computing: By processing data at the edge of the network, edge computing
minimizes the need to transmit sensitive information across long distances,
reducing the risk of interception or unauthorized access.

By combining privacy-enhancing methods with distributed learning approaches, organizations
can mitigate security and privacy risks in 6G networks and Al-based applications. This
approach provides a pathway to building resilient and trustworthy systems, ensuring data
confidentiality, integrity, and privacy in a distributed and complex environment.

In the dynamic world of telecommunications, the evolution from 5G to 6G signals significant
changes not only in speed and connectivity but also in network infrastructures' architecture
and openness. Such changes prompted the emergence of O-RAN technology, a disruptive
innovation poised to surpass traditional openness integration approaches. O-RAN's
disaggregated architecture and standardized interfaces fundamentally alter the dynamics of
network element interactions, enabling heightened flexibility, scalability, and efficiency. By
decoupling hardware and software components, O-RAN cultivates a diverse vendor
ecosystem, fostering competition, innovation, and cost-effectiveness. Thus, O-RAN's
disruptive potential transcends conventional integration methods, driving the advantages of an
open market forward.
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In the context of 5G networks, the pursuit of openness and flexibility has been a driving force
shaping network architectures. Conventional integration methods often hinge on closed,
monolithic systems, constraining interoperability and stifling innovation. However, the advent
of O-RAN technology disrupts this status quo, ushering in a more collaborative and open
approach in the 5G and 6G architectures. Through its disaggregated structure and
standardized interfaces, O-RAN nurtures a thriving ecosystem of vendors and developers,
fuelling competition and expediting innovation. This embrace of openness not only amplifies
flexibility and scalability but also empowers operators to tailor network deployments to their
specific needs, enhancing efficiency and cutting costs.

One transformative tool complementing the principles of openness and flexibility in network
management is the concept of NDT. Serving as virtual replicas of physical networks, NDTs
capture their structure, behaviour, and functionalities in a digital environment. By leveraging
real-time data across physical, RIC, and SMO layers, and employing advanced Al/ML-based
analytics, NDTs offer network providers and operators unparalleled insights into network
operations and performance for dedicated use cases. These insights enable proactive and
optimized resource allocation and informed decision-making, ultimately enhancing the
reliability and efficiency of telecommunications networks.

The disaggregated nature of O-RAN architectures facilitates seamless integration with NDTs,
enabling the exchange of data and insights between virtual and physical environments.

Besides integrating Al deeply in the network architecture, the intelligence should be properly
orchestrated, supporting its entire lifecycle. Effective workflows for Al lifecycle management
are aligned with Machine Learning Operations (MLOps) [203]. The existing MLOps frameworks
strive to automate and operationalize ML processes, ensuring the delivery of production-ready
software. The workflow is intended to be model- and platform-agnostic. However, this
integration is very challenging in practice.

On the one hand, common ML applications use well-defined input data such as images, text,
or audio. Conversely, ML algorithms designed for networking add extra complexity regarding
data velocity and variety. For instance, network applications like traffic classification may
involve diverse input data types, ranging from images [204] to time series [205]. On the other
hand, the dynamic and constantly evolving nature of future networks introduces additional
challenges. This variability can lead to data drift [206], impacting the ML model performance
and potentially degrading the performance of the managed network as well.

For effective network management, a unified data collection framework is essential to
accommodate various data formats, protocols, and traffic patterns. To address data drift, two
approaches are often recommended: first, enhancing ML models' generalization through zero-
shot learning techniques [207] or hierarchical reinforcement learning [208], allowing models to
handle unseen classes during testing. Second, incorporating data drift detectors [209], [210]
into the ML models' lifecycle management. These strategies support the goals of zero-touch
management, enabling networks to autonomously adjust operations with minimal human
supervision.

The inherently distributed nature of telecommunication networks, now a heterogeneous
amalgam of diverse devices, technologies, and stakeholders, makes it impossible to have a
one-size-fits-all solution. This complexity necessitates the collaboration of multiple targeted
solutions to approach an optimal outcome. A common challenge across many studies is the
heterogeneity of devices and communications, requiring sophisticated, distributed systems to
work together effectively. Federated Learning [211], [212] emerges as a promising method,
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enabling collective model training while maintaining data privacy at each local node, effectively
addressing the needs of diverse network environments. Nevertheless, significant challenges
such as effectively sharing knowledge among different models, resolving potential conflicts
that may destabilize the system, and synchronizing shared knowledge to minimize
communication overhead, still need addressing to enhance system stability and efficiency.

Moreover, ensuring data privacy and security in federated learning settings presents a complex
challenge. As data is distributed across multiple network domains, maintaining confidentiality
becomes paramount. Designing robust privacy-preserving mechanisms, such as secure
aggregation, differential privacy, and encryption techniques, is essential to protect sensitive
information while allowing collaborative model training. Additionally, exploring techniques for
federated learning model evaluation and validation without compromising data privacy is
crucial for building trust and compliance with regulations.

These challenges highlight the necessity for innovative strategies in both distributed ML and
federated management. These strategies are aimed at overcoming hurdles associated with
heterogenous environments, privacy issues, and regulatory conformity. Tackling these
challenges will advance the development of efficient Al-Native network architectures and
facilitate the seamless integration of NDTs for enhanced network optimization and
management. Notably, forthcoming deliverables of 6G-TWIN, such as D1.3, will explore the
implications of orchestrating Al-driven functionalites on network optimization and
management across multiple network domains.

The Digital Twin concept involves creating a virtual representation of a physical object or
system to simulate, analyse, and optimize its performance. The NDTs variation, which models
mobile networks, represents a significant advancement, enabling networks to benefit from Al-
native capabilities and gain a higher level of autonomy. NDTs have various practical
applications, including network planning, monitoring, optimization, and fault prediction and
prevention, enhancing the efficiency and reliability of network management and operations.

The architecture of NDTs comprises three main layers: Physical network, Digital network and
Human world. The Physical Network compromises the infrastructure to operate the
communication network, including the radio equipment, the core network and the sensing and
acting capabilities over it. It also encompasses the data collection and the management and
control interfaces to be linked with the following layer. The Digital Network layer, collect the
data by using a harmonized data interface to feed information to the basic and functional
models. The Digital Network layer host the NDT and applies optimized solutions to the physical
network layer using model repositories and action policies. On top of them, the Human World
layer, interact with policies made by in humans and the network application the support new
use cases.

This whole architecture is enlarged by the implementation of Al-Native architectures. In order
to deliver a 6G-TWIN Al-Native NDT system architecture, we review the state-of-the-art in Al-
Native architectures from both industry and academic perspectives. While integrating Al/ML
solutions into these architectures is considered essential, integrating NDTs is often seen as a
supplementary benefit. Moreover, aspects like security and decentralized/distributed
management are mentioned but not thoroughly addressed. The integration, orchestration, and
management of Al in network systems are crucial issues. Al integration within networks should
be deeply embedded and well-orchestrated to support the entire Al lifecycle, aligning with
MLOps frameworks to automate ML processes. However, challenges such as managing varied
and dynamic data in networks suggest methods like zero-touch learning and data drift
detectors to maintain model performance. Additionally, learning techniques must be aware of
the natural distribution of networks, with Federated Learning highlighted as a method to enable
collaborative model training while preserving data privacy, despite challenges in knowledge
sharing and system stability.
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Al-based algorithms will be pivotal in the evolution of Al-Native NDT by enabling new
applications and services. However, AlI/ML models are vulnerable to adversarial attacks,
posing significant risks to network integrity and operation. Robust defensive measures, such
as adversarial training and explainable Al, are essential to enhance the transparency and
accountability of Al systems.

Functional models are essential for describing the layer 2 functionalities of the 6G-TWIN
system architecture, incorporating various forms of analytics and Al. To align with other SNS
JU Stream B/D projects, KPIs must be defined for each use case, demonstrating how they can
be mapped from KVIs to meet social, environmental, and economic requirements. Data models
are crucial for operating DTs, with basic models representing fundamental physical entities
and functional models providing detailed behavioural traits for simulations.

Network simulators are essential for the analysis and evaluation of NDTs. Instead of
developing new simulators, coupling existing simulators is planned. The new simulation
framework developed in 6G TWIN must ensure proper interaction between simulators and
secure communication between distributed physical components, such as simulation servers.
Defining communication protocols and data structures to be exchanged between simulators is
also a critical task.

Finally, the development and implementation of NDTs are influenced by standard development
organizations, industry initiatives, and academic research, each contributing unique
perspectives and advancements, leading to a nuanced and comprehensive evolution of NDT
technologies.

7.3 Future work

The future work for the 6G-TWIN project with in the D1.1 and WP1 encompasses several
critical areas, each aimed at advancing the project's objectives through detailed and
coordinated efforts. The following activities are gathered by specific topics related the future
version of this document.

Network Digital Twin Layer

The specification and evolution of the NDT layer will be a primary focus. As of June 2024,
parallel work has been completed on the data management aspects of the NDT, including the
definition of a smart data model and explanations about data flows, privacy, security, and
harmonization processes (D2.1). Following this, further specifications will address the detailed
models encapsulated within the NDT, covering both basic and functional models, leading to
subsequent deliverables (D2.2 and D2.3). Additionally, the federation of NDTs and their
integration with the current architectural concepts in WP1 will be established (D2.4). Ongoing
updates to D1.1 will reflect these advancements in the NDT layer.

Al-Based Functionalities, Models, and Coordination

Efficient coordination and orchestration of Al-based functionalities will be prioritized, aligning
with MLOps frameworks. This involves addressing challenges related to the exchange of
knowledge among diverse models, resolving conflicts that could disrupt system stability, and
synchronizing shared knowledge to minimize communication overhead. These efforts are
crucial for enhancing overall system stability and efficiency. Concurrently, ongoing work is
focused on developing 6G-TWIN analytic and Al-based functional models to meet the
requirements of the teleoperated driving use case, as part of post-doctoral research in UBOU.

Simulation Framework Integration

The integration and specification of the simulation framework will be detailed within WP3. This
includes outlining the integrated simulators and necessary simulation models for closed-loop
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optimization. The initial simulation models will be developed in alignment with the specific
requirements of the use cases, ensuring that they meet the project's objectives.

Demonstration Infrastructure

The integration of use cases into the demonstration infrastructure is essential for supporting
the creation of the NDT. This involves developing the necessary infrastructure to demonstrate
the practical applications and benefits of the 6G-TWIN solutions.

Security Enhancements

Several key areas will be addressed to enhance the security of the 6G-TWIN project.
Advanced techniques for detecting and mitigating adversarial attacks on Al/ML models and
data in telecommunication networks will be developed, including real-time monitoring systems
and automated response mechanisms. Research and implementation of sophisticated XAl
techniques will improve the transparency and interpretability of AI/ML models in 6G networks.
Privacy-preserving Al algorithms, such as homomorphic encryption and SMPC, will be
investigated to ensure sensitive data can be processed without compromising privacy.
Comprehensive security frameworks for DT systems within 6G networks will be created,
addressing synchronization, data transmission, and storage issues. Optimal authentication
mechanisms tailored for 6G network infrastructures will be designed and tested to ensure
secure access for DT owners and authorized users. The scalability of proposed security
measures will be researched to ensure effective implementation across large-scale, distributed
6G networks without compromising performance or user experience. Additionally, a telemetry
framework will be implemented to support data collection from the physical world and integrate
it into the defined architecture.
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ANNEX 1: 6G-TWIN SPECIFIC OBJECTIVES
AND KPlI MAPPING

6G-TWIN Specific
Objectives

KPI

Number

KPIs and targets

Provide a federated and Al-native network reference architecture that

KPI1.1 | integrates multiple NDTs for real-time data analytics and decision-
making across at least three network domains.
Achieve the improvements proposed to the KPIs associated with the
SO1: To design and use-cases (see use case description, including at least 30% end-to-end
KPIL.2 | . . - .
develop an open, improvement in energy efficiency) compared to a 5G Service Based
federated and Al-native Architecture and baseline technigues from state-of-the-art research.
network architecture for Provide at least three Al-based NF/NS for data analytics or/and
KPI1.3 - . S
future 6G systems that decision-making to optimise network performance per use case.
integrates NDT to Guarantee security both during data collection and against malicious
enable intelligent data KPI1.4 | attacks, while ensuring a performance penalty of at most 10% in terms
analytics and decision- of metrics such as network latency and computation speed.
making in real-time Have regular links with at least two open network community working
(WP1) KPI1.5 | groups (WGs) (e.g., O-RAN, ETSI-ENI) to support the definition of an
OCCA for 6G.
Organise joint activities with at least three projects already funded
KPI1.6 | under SNS JU Stream C or D (2022), including joint papers, workshops
and events.
SO2: To design a Provide an NDT that supports the representation and operation of a real
KPI2.1
federated, graph-based network.
NDT that accurately KPI2.2 Ensure the completeness of the basic model representing the identified
represents highly ) use case
dynamic and complex Ensure the completeness of the functional models, covering at least all
network scenarios and | KPI2.3 | the necessary functions to emulate use case physical system
serves as a sandbox behaviour.
for optimising network | _ [ Be involved in the standard description of network elements for DT and
planning, management "~ | the FiwWare Smart data schema.
and control applications | o, = | Support the following three operations
(WP2) :
SO3: To implement an KPI3.1 Design a platform-independent solution that allows the integration of
accurate, reliable, open ) new frameworks by implementing an abstract interface.
and secured modelling KPI3.2 Achieve a federation overhead of no more than 15% for moderately
and simulation ) complex simulations and less for complex ones.
framework to represent Ensure that the federation interface is available for at least two
a networked KPI3.3 | programming languages from the domains of both compiled and of
environ_ment_ gnd test interpreted languages.
the functionalities of the Provide a reference implementation of the federation interface as Open-
proposed 6G KPI3.4 | Source software.
architecture (WP3)
Build two different demonstrators (energy-saving and teledriving) to
trigger the solution developed within the project (DUT): 1) Set up the
SO4: To test. validat teledriving testbed to provide full E2E connectivity for the successful
- 1o test, valioate transmission of control signalling and user traffic from the remote
and facilitate the KPI4.1 - . 8
t terability of th driving apps. 2) Set up the energy-saving testbed to provide
rla?_s erad ! 'tyl 0 de' connectivity and successful communication via O1, E2 and Al to the
56%”%3% tive Opﬁth'n third-party RIC (Accelleran). 3) Set up three environments a) City
d ) lopm L?ugf W e Skyscraper, b) City Market Hall and c) City Main Shopping Street.
e\(;(z;%n:tratcc))rs 0 Define two different deployment scenarios with extreme connectivity
supporting hiahl KPI4.2 | constraints impacting the teledriving demonstrator and ensure testbed
pporting highly setup is correct and provides full connectivity.
dynamic use cases, - - : -
: Define three different deployment scenarios for the energy-saving
with two key focus : .
. J demonstrator, ensure full interworking between the RIC tool and the
areas: teledriving and KPI14.3 : . . .
. DUT, validate scenarios triggering the 6G-TWIN ML and change
energy efficiency .
(WP4) messaging from x-/r-Apps.
Provide a visual representation of the four most relevant KPIs for each
KPI4.4 | use case and measure their impact on the 6G-TWIN'’s assets and how
they can be optimised.
SO5: To support the KPI5.1 Develop at least two position papers containing business-driven

standardisation of the

feedback and recommendations for the 6G initiative and EU bodies.
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6G-TWIN operation

Consolidate and deliver an overview of the relevant WGs that can be

system to ensure the KPI5.2 addressed and influenced by 6G-TWIN
interoperability, Involve at least 10 industry leaders, government and regulatory bodies
platform openness and | KPI5.3 | (including at national scale) in shaping standardisation efforts based on
operation 6G-TWIN outcomes
harmonisation of future Influence two standardisation bodies as a result of industry
6G-TWIN Solutions KPI5.4 | recommendations on standardisation in T5.4.
(WP5)
SO6: To provide KPI6.1 Obtain feedback from industry experts involved in DEC activities (min.
industry with insights ) three round tables)
on innovative business Provide a clear and consensual business case for each exploitable
models based on 6G- KP16.2 result (i.e. commonly developed and accepted by its co-owners).

TWIN solutions and
visions (WP6)
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